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CONFIGURATION GUIDE

Adobe’ Acrobat’ & Reader
SAFE Configuration Guide

Configuring Adobe Acrobat and Reader to support the
SAFE (Signatures and Authenticity for Everyone) standard

This document is a guide to configuring Adobe Acrobat and
Reader 8 in a SAFE environment. It can be used by individuals
who wish to enable SAFE signature support for Acrobat on their
own computers, or may also be used by system administrators
who are preparing Acrobat or Reader for enterprise deployment
within their organizations. This guide is not a substitute for the
SAFE technical specifications, but is intended as an Acrobat &
Reader-specific supplement to those specifications. There are
many factors, both technical and procedural, that are outside the
scope of this document, that must be considered to successfully
implement SAFE-enabled applications and processes. Please re-
fer to the SAFE specifications and certificate policies for more in-
formation (available at http://www.safe-biopharma.com/).

This Configuration Guide provides information on directly user-
modifiable settings that are available in Acrobat and Reader 8.
These settings (and others) may also be configured for deploy-
ment in an enterprise environment by using the Adobe Customi-
zation Wizard (more information is available at: http://www.ado-
be.com/support/downloads/detail.jsp?ftplD=3564).

Note on Adobe Acrobat and Adobe Reader 8 Signature Functionality

For those organizations that deploy Adobe Acrobat or Reader, it’s very impor-
tant to understand the differences in functionality between Adobe Acrobat and
Adobe Reader and the options for Acrobat and Reader deployment. There are
distinct differences in functionality between Acrobat and Reader - particularly
with regard to digital signatures. Adobe Reader is Adobe’s freely available PDF
viewing application. It does not enable the authoring or modification of PDF
files, and it does not natively include the ability to digitally sign documents
(with one notable exception - Adobe LiveCycle Reader Extensions - see below).
Reader only includes the capability to verify existing signatures. Adobe Acrobat
is the fully-functional PDF creation and editing application that allows users
to generate and modify PDF files. Users of Acrobat can both create and verify
digital signatures.
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Enabling Digital Signatures in Reader with Adobe LiveCycle Reader Extensions
To enable the creation of digital signatures with the free Adobe Reader, organizations
may choose to use Adobe LiveCycle Reader Extensions. LiveCycle Reader Extensions
is an enterprise tool that allows organizations to “switch on” features in Adobe Reader
on a document-by-document basis. When LiveCycle Reader Extensions are used with a
PDF document, end-users with only the free Adobe Reader will be able to digitally sign
that document (other features, including advanced form filling and commenting are
available too). LiveCycle Reader Extensions can be a very effective way of enabling digi-
tal signatures for large numbers of users without requiring individuals to each have a
license for Adobe Acrobat Standard or Professional. For more information, visit: http://
www.adobe.com/products/livecycle/readerextensions/

Obtain and Install a SAFE Digital Identity

Before you can create SAFE digital signatures with Acrobat or Reader, you will need to
obtain a SAFE Digital ID in accordance with the SAFE policies and procedures (not cov-
ered in this document, visit: http://www.safe-biopharma.com for more information).
You may also need to configure additional software and hardware if you are using
smart card hardware tokens. See “Using third party digital identities” in the Acro-
bat & Reader Help Documentation for more information on installing and configur-
ing digital IDs. Installation of hardware components like smart card readers or hard-
ware tokens is not covered here and is typically found in the documentation provided
with those products.

Certificate Viewer

Establishing Trust

Once you have installed your SAFE digital ID and any re-
quired hardware devices, the next step is to verify that
you have configured Acrobat to trust SAFE digital signa-
tures. Even if you don't use a SAFE digital ID, these steps

[ 5how all certification paths found

F Cybertrust SAFE Root CA Al

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

Summary | Details Revocation| Trust |Po|icies Legal Motice
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K [= Cybertrust SAFE CAEB1
can also help you set up Acrobat to accurately verify the Ed Chase <chase @
validity of any SAFE signatures that you may receive.
There are several ways to set up trust in Acrobat - you

should only need to use one of the methods below:

If you have a document from another user that has
been signed with a SAFE signature, you can use it to
add trust for the SAFE Root Certificate (NOTE: You can
also use this method if you don’t have a SAFE digital ID
but wish to verify the signatures of other users):

1. Open the PDF document containing the SAFE signature

2. (lickthe signature - it display a Question-Mark (“?")
status icon indicating unknown trust

3. (Click Signature Properties, and then click “Show
Certificate”

4. Inthelist of certificates in the left panein
the Certificate Viewer Dialog (left), se-
lect the “Cybertrust SAFE Root CA A1”

5. Select the “Trust” tab and click the “Add
to Trusted Identities” button

Import Contact Settings

Certificate Details
Subject: Ed Chase <chase@adobe.com>
Issuer: Cybertrust SAFE CAB1L
Usage: Sign transaction, Encrypt keys
Expiration: 2009.01.14 23:58:55 7

Trust |

This certificate is directly trusted in your trusted identities list.
Trust Settings

This certificate is set as a trust anchor, the result being that
this certificate and all certificates issued beneath this
certificate are trusted to:

4
®

®

®

Revocation checking is not performed for this certificate
because it is directly trusted as a trust ancher.

Sign documents or data
Certify documents

Execute dynamic content that is embedded in a
certified document

Execute high privilege Javascripts that are embedded
in a certified document

[ Add to Trusted Identities...

12:08:04 -0400°

6. In the “Import Contact Settings” dialog,
check at least the boxes for “Signatures (2] Sanatures and as = susted oot
and as a trusted root” and “Certified doc- e
uments” [embedded high priviege Javasaipt

7. Click “OK" then Click “OK" in the “Certifi-
cate Viewer” dialog, then click “Close” in
the “Signature Properties” dialog to re-

Trust this certificate for:

turn to the document
8. (lickon the SAFE signature, and it should

. . e ]
now validate with a green check mark =
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CONFIGURATION GUIDE ...or add trust for the SAFE Root Certificate using the “Trusted Identity Manager”

in Acrobat or Reader:

Manage Trusted Identities
Display: | Certificates [v]
MName Issuer Expire| [ Add Contacts... ]
dobe Root CA Adobe Root CA 2023.0
DS Autharity DS Authority w14l | | Reguest Contact... |

vbertrust SAFE Issuer TEST R... SAFE Bridge CAT...

ybertrust SAFE Root CA Al

d Chase <chase@adobe.com>  Ed Chase <chase... 2012, [ Edit Trust... ]
BR Import Contact Settings = =
Certificate Details
Subject: Ed Chase <chase@adobe.com> I [ Export... ]
Issueri  Cybertrust SAFE CAB1
Usage: Sign transaction, Encrypt keys. ' [ QE|EtE ]
Exprations 2003.01,14 25:59:59 2
st | L
¥, Trust this certificate for: P2 .[
= [7Isignatures and as a trusted oot LV]
[ < [@Ieriified documents

[]ymamic content
[ClEmbedded high priviege Javasaript

[ Show Certificate. .. ]
E [ Close ]

u

In Acrobat, select from the menu: “Advanced>
Manage Trusted Identities". If you are using Reader,
select:“Document>Manage Trusted Identities”

In the “Display” drop-list at the top of the page,
the default selection is “Contacts’, change the se-
lection to “Certificates”

Select the “Cybertrust SAFE Root CA A1”from the
list (if this certificate is not present in the list, use
one of the other methods listed here)

With the “Cybertrust SAFE Root CA A1” selected,
click the “Edit Trust” button

The “Edit Certificate Trust” dialog will appear

In the “Edit Certificate Trust” dialog, check at least
the boxes for “Signatures and as a trusted root”
and “Certified documents”

Click“OK’, then Click“Close”in the “Manage trust-
ed identities” dialog

SAFE signatures should now validate with a
green check mark

...or add trust using an FDF data exchange file :

1. On the desktop, double-click on a file with the “FDF” extension that contains the
SAFE Root Certificate information (alternately, open the “FDF” file through the
“File>Open” menu in Acrobat or Reader)

2. The"Data Exchange File - Import Contact”dialog will appear - there are two varia-
tions on how this dialog may appear - which variation appears will depend on
whether the Data Exchange File has been digitally signed by a contact that is

already trusted in Acrobat

Unsigned Data Exchange Files

1. When you open an Un-

signed Data Exchange file,

a dialog will appear de-

scribing the contents of the

file - the dialog will have

two buttons: “Set Contact
Trust”and “Close”

2. Clickthe“Set ContactTrust”
button which opens the
“Import Contact Settings”
dialog

3. Inthe“Import Contact Set-
tings” dialog, check at least
the boxes for “Signatures
and as a trusted root” and
“Certified documents” and
click“OK”

4. Click “OK” in the “Import
Complete” dialog, then
click“Close”in the “Data Ex-
change File - Import Con-
tact” dialog
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Data Exchange File - Import Contact

You have opened an Acrobat FDF Data Exchange File containing the following data:
Contact Information
Sender
Name: Ed Chase

Email Address: chase@adobe.com

Add Certificate to List of Trusted Identities

This file contains Contact information for Ed Chase. Click Set Contact Trust to set options on how
to indlude this Contact in your list of trusted identities. Contact information indudes certificates
that, once trusted, can be used to validate signatures from and encrypt documents for the
assocated Contact,

“S:a{é‘untact[ru

Import Contact Settings

Certficate Datals
L subject: Ed Chase <chase@adobe.com>
Issuer: Cybertrust SAFE CAB1
Usage:  Sign transaction, Enaryptkeys
Expiration:  2009.01.1423:59:59 7
Tost |
Trust this certficate for:
Signatures and as a trusted foot
[PIertified dociments)
[Dlpymamic content.
[ Embedded high priviege JavaScript




Signed Data Exchange Files

1.

Data Exchange File - Import

Contact Information

When you open a Signed Data
Exchange file, a dialog will ap-
pear describing the contents of
the file - the dialog will have two
buttons: “Set Contact Trust” and
“Close”

Click the “Set Contact Trust” button
to open the “Import Contact Set-
tings” dialog

In the “Import Contact Settings” dia-
log, check at least the boxes for “Sig-

Sender
Name: Ed Chase
Email Address: chase@adobe.com

Signature

«chase @adobe.com .

Contents

Cybertrust SAFE Root CA AL

You have opened an Acrobat FDF Data Exchange File containing the following data:

Signature is VALID, signed by Ed Chase

The fie you have opened contains Contact information {
nformaton includes certificates that, once trusted, can
from and encrypt documents for the associated Contact |

Before adding these contacts, you shouid verify th
come from a trusted source, you might choose to |
sender has specified. Otherwise, you wil be promp
contact as you add it into your list of trusted identf

Signature Froperties...

Import Contact Settings

Certficate Detals
Subject: Ed Chase <chase@adobe.com>
Cybertrust SAFE CAB1

ansaction, Encrypt keys

2009.01.14 23:59:59 2

Javasaript

natures and as a trusted root” and
“Certified documents” and click “OK”

[“Jiccent the level of Trust soedfied by the sianer §

Add Contacts to List of Trustg

Click “OK” in the “Import Complete”
dialog, then click “Close” in the
“Data Exchange File - Import Con-
tact” dialog

Creating a SAFE Signature Appearance

1.

10.

11.

12.

13.

Locate the SAFE.pdf file that contains the SAFE logo
(Attached to this PDF document - open the at-
tachment pane to view) and save it to your desk-
top or other convenient location on your hard drive
In Acrobat or Reader, select the “Edit>Preferences”
menu item

Select the“Security” category in the“Preferences” dialog
In the “Appearances” section, click the “New” button
The “Configure Signature Appearance” dialog will
appear

In the “Title” field, enter, “SAFE” (using this exact
appearance name is particularly important if you
choose to use the SAFE plug-in (see below), since
that is the name that the plug-in will search for)

In the “Configure Graphic” section, select “Import-
ed Graphic”, then click the “File” button, in the “Se-
lect Picture” dialog, click “Browse” and locate the
“SAFE.pdf” file containing the SAFE logo

Verify that the image is the correct SAFE logo, then
click “OK” to add it to the signature appearance
and return to the “Configure Signature Appear-
ance”dialog

In the “Configure Text” section of the “Configure
Signature Appearance” dialog, check at least the
following boxes: “Name®, “Distinguished Name”,
“Labels”, “Date’, “Reason”

Also in the “Configure Text” section, un-check the
“Logo” box

The SAFE standard does not required that the “Lo-
cation” box be either checked or unchecked

Do not modify any settings in the“Text Properties”sec-
tion unless otherwise directed by your organization

Hiep Gance

Configure Signature Appearance

CONFIGURATION GUIDE

Title: |SAFE

Preview

Cigitally signed by your common
name here

CM: your distinguished name hers
Reason: your signing reazon here
Dafte: 2003.03.11 12:44:16 -04°00°

Configure Graphic

Import Graphic from:

Show: () No graphic
(%) Imported graphic

O Name

Configure Text

Show: Mame [JLocation Distinguished name [OLogo
Date Reason  [V]iabels
Text Properties
TextDirection: () auto  (lefttoright () Right toleft
Digits: | 0123456783 v |
I QK l [ Cancel

Click the “OK” button when complete, the new
“SAFE” appearance should now appear in the list
of signature appearances
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CONFIGURATION GUIDE Configure the Signature Preferences

1.

2.
3.
4

Digital Signatures Advanced Preferences

In Acrobat or Reader, select the Edit>Preferences menu item

Select the “Security” category in the Preferences dialog

Ensure that “Verify signatures when the document is opened” is checked

Click the “Advanced Preferences” button to open the “Digital Signatures Ad-

vanced Preferences” dialog

5. Under the “Verification” tab, be sure that for the “When
verifying” setting, “Use the document specified method,
prompt if not available” is selected

When Verifying:
(&) Use the document-spedified method. Prompt if it is not available.
(O Use the document-specified method. Use the default method if it is not available.
© Always use the default method (overrides the document-specified method).
Default Methed for Verifying Signatures:
Require certificate revocation checking to succeed whenever possible during signature verification
Verification Time
Verify Signatures Using:
O The gurrent time
(® secure time (e.g. tmestamp) embedded in the signature if available, current time otherwise
(O The time at which the signature was created

[JHide signature field validity icon when signature is valid

Digital Signatures Advanced Preferences

6. Check the box next to: “Require certificate revocation
checking to succeed whenever possible during signature
verification”

7. In the “Verification Time” section, select “Secure time”.
NOTE: You may optionally select “The time at which the
signature was created” instead. HOWEVER - selecting this
option will strictly limit the types of signatures that will
successfully validate in Acrobat. Using “The time at which
the signature was created” will only allow Acrobat to verify
signatures that are SAFE-compliant or those of an equiv-
alent level of assurance. If you ONLY accept SAFE digital
signatures, you may choose select the “The time at which

Default Method to Use when Signing and Encrypting Documents: | Adobe Default Security
Indude signature's revocation status when signing
Show reagons when signing

[[] show location and contact information when signing

=]

Enable Reviewing of Document Warnings: | Always

=]

Prevent Signing Untl Document Warnings Are Reviewed: | Never

Digital Signatures Advanced Preferences

the signature was created” setting for an additional level

[i] of verification

8. Ensure that the “Hide the signature field validity icon when
signature is valid”is not selected

9. Under the“Creation” tab, be sure that the “Default meth-
od to use when signing and encrypting documents” is set
to “Adobe default security”

10. Ensure that “Include signature’s revocation status when
signing”is checked

[¥]Enable searching the Windows Certificate Store for certificates other than yours

[ validating Signatures

[ validating Certified Documents

=

11. Ensure that“Show reasons when signing”is checked

Trust ALL root certificates in the Windows Certificate Store for the following operations: 12. A| | oth er Setti ng S | n th iS ta b are optional

13. Under the “Windows Integration” tab, be sure that “En-

i TFeiter of thessaptions are selcted content from comparies that have certicates staled n able searching the Windows Certificate Store for certifi-

Windows may be treated as trusted content. Care should be taken in enabling this feature.

cates other than yours”is selected

14. The two settings under “Trust ALL root certificates in the
Windows Certificate Store for the following operations”are
optional. It is NOT recommended that you check either of
these boxes unless specifically directed to do so by your
organization. Without proper system configuration, check-

ing these boxes may result in inadequate or incorrect veri-
fication of SAFE signatures

15. When all settings have been configured in the “Digital Sig-
natures Advanced Preferences” dialog, click the “OK” but-
ton to accept the changes and return to the “Preferences”
dialog, click “OK" to close the “Preferences” dialog

Creating a SAFE signature
Now that you've configured Acrobat, you'll need to create a test signature to perform

a few

final configurations and verify your settings. Also, it's important that you create

a test signature since some additional settings need to be made only the first time
you sign a document with your SAFE digital ID.

1.
2.
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Close all dialog boxes

Ensure that your computer has access to the internet (Acrobat needs to connect
to the SAFE servers to verify your digital ID when you create a signature)

Insert your SAFE token or smart card

Open a blank or test document in Acrobat (be sure that there are no security
restrictions on the test document)



10.

11.

12.

13.

14.

15.
16.

From the menu, select “Advanced>
Sign & Certify>Place Signature” (al-
ternately, select “Place Signature”
from the “Sign” toolbar menu, or Digital ID: |{f8)EE:
select the “Digital Signature Tool”
from the “Forms” toolbar)

With the mouse, draw the signa-
ture field in the location you would g talidentnee E
like the signature to appear - make Sign transaction, Encrypt keys
sure that it is large enough to view
the signature appearance - most
visible signature fields should be a 2009/01/14 19:59:59 -04'00"
minimum of one inch tall by two Enterprise Servicas CA
inches wide to be easily viewable
Once you've drawn the signature
field, the “Sign Document” dialog
will appear

In the “Digital ID” field, select your
SAFE digital ID Ed Chase
In the “Appearance” section, select

Sign Document

Appearance: | SAFE

x| ®

Ed Chase <chase@adobe.com:=

x| ®

| intend this signature to be

“SAFE” (when selected, the SAFE legally binding per my

appearance should be visible in
the signature preview)

In the “Reason” section, type in the
following statement exactly as it

agreement

executed SAFE user

2008.03.11 12:57:40 -04'00"

appears here: “I |ntem:.i tl.us sig- Resson @
nature to be legally binding per
my executed SAFE user agree- lintend this signature to be legally binding per my executed SJ[V]

ment”. You will only need to manu-
ally type this statement in the first
time you create a SAFE signature
on this computer, once it is en-

a Click Review to see if document content
may affect signing

Review., ..

tered, you will be able to select it [ Refresh IDs l [ Sign ]

[ Cancel

]

from the list for subsequent signa-

tures. Your organization may also
apply different wording around
this statement as required for some transactions. NOTE: If the “Reason”field does
not appear, verify that the signature preferences have been correctly configured
in the previous section

Click the “Sign” button to create the signature. You will be prompted to enter
your passphrase to access your digital ID - when you successfully enter your pass-
phrase, the signature creation process will complete

Once the signature is created, it should appear on the document, in the signature
field you created, with a green check mark icon indicating that it is valid

Select the signature with the mouse, and click the “Signature Properties” button,
the “Signature Properties” dialog will appear

In the “Signature Properties” dialog, click the “Show Certificate” button, the “Cer-
tificate Viewer” dialog will appear

Ensure that the “Cybertrust SAFE Root CA A1”appears in the left pane

In the “Certificate Viewer” dialog, select the “Revocation” tab, ensure that in the
“Details” section, the first paragraph reads: “The selected certificate is considered
valid because it has not been revoked as verified using the Online Certificate Sta-
tus Protocol (OCSP) response that was embedded in the document.”

CONFIGURATION
GUIDE
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Troubleshooting
Below are some basic tips for troubleshooting problems with SAFE configuration in
Acrobat:

If you can’t create a signature at all
«  Verify that you are using Adobe Acrobat Standard or Professional (versions 7
or later), or if you are using Adobe Reader, you can not create signatures, but
can only verify signatures for most documents. To sign with Reader, you'll need
a special type of PDF file that has been “Reader-Extended” by Adobe Acrobat
Professional or Adobe LiveCycle to provide signing functionality in Reader

If your SAFE digital ID does not appear in the “Digital ID” list
«  Verify that your SAFE digital ID is securely inserted
«  Verify that all hardware and software drivers for your token are installed and
functioning (consult your token vendor’s documentation for additional support)
«  Also verify that all configuration settings above are accurate and complete in Acrobat

If the signature appears but does NOT have a green check mark icon - instead it
has a question mark or other icon.
«  Acrobat may not be configured correctly to trust the SAFE root CA. Verify that you
have followed the steps in the “Establishing Trust” section of this document
« Alternately, your organization may have it's own trust relationship between it’s
own Root certificate and the SAFE bridge CA, in which case, you may need to add
the cross-certificates for your organization. Contact your organization’s IT staff for
more information.

If the details section in the Revocation tab does not read:“The selected certificate
is considered valid because it has not been revoked as verified using the Online
Certificate Status Protocol (OCSP) response that was embedded in the docu-
ment.”
«  Verify your preferences in accordance with the “Configuring the Signature Prefer-
ences” section of this document
« Also verify that Acrobat can access the internet. In some older Proxy Server en-
vironments, Acrobat may not be able to access the internet. If this is the case,
additional configuration may be needed to your Proxy Server to allow Acrobat to
process revocation checks

Optional - Install the Adobe SAFE Plug-In

You may also wish to install the Adobe SAFE Plug-In. The plug-in is not required to
create SAFE signatures, but provides a simpler user interface and a helpful toolbar but-
ton for easy signature creation. System Administrators may also choose to install the
SAFE plug-in automatically with other SAFE elements using the Adobe Customization
Wizard. NOTE: All other configurations in this document must still be performed when
you are using the plug-in - the plug-in provides only an alternate user interface for
the signature process. Be sure to read the included plug-in license agreement before
installing the plug-in. The SAFE plug in is a free JavaScript code sample and is not sup-
ported directly by Adobe. Please contact your System Administrator for assistance.

To install the plug-in directly:

1. Copy the SAFESignjs file (Attached to this PDF document - open the attach-
ment pane to view) to the Adobe JavaScripts folder located in either (a) or (b)
location below.

a. ForAcrobatStandard or Professional, the defaultlocation forthe JavaScriptfold-
er is:“<drive letter>\Program Files\Adobe\Acrobat 8.0\Acrobat\Javascripts”

b. For Adobe Reader, the default location for the Javascript folder is: “<drive let-
ter>\Program Files\Adobe\Reader 8.0\Acrobat\Javascripts”

2. Close and re-open Acrobat/Reader - the SAFE Sign button should now appear in
the toolbar



System Administrators may also choose to install the SAFE plug-in automati-
cally with other SAFE elements using the Adobe Customization Wizard. Visit
http://www.adobe.com/support/downloads/detail.jsp?ftplD=3564 for more
information.

To use the SAFE plug-in:

1.

w

Open a document with a signature field or create a signature field with
the Digital Signature Field tool on the Forms toolbar in Acrobat

Click the “SAFE Sign” button on the toolbar

The plug-in will prompt you to select a signature field

On the first use ONLY, the plug-in may prompt you to select your SAFE
digital ID and SAFE signature appearance - select your SAFE digital ID
and signature appearance (you can edit these later by clicking the “Con-
figure” button)

Click the “Sign” button to create the signature

Create SAFE Signature

1 intend this signature to be
SAFE legally binding per my executed
SAFE user agreement

Selected signature field:

|Signa1ure1 on page 1

SAFE Digital ID:

|Ed Chase

[ Configure { [ Sign ] [ Cancel

Adobe helps people create, manage, and deliver the
highest quality digital content in the world.
Better by Adobe.™
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i Adobe Systems Incorporated
345 Park Avenue
‘ San Jose, CA 95110-2704

Phone: 408.536.6000
Adobe  Fax:408.537.6000

ADOBE SYSTEMS INCORPORATED
SAFE Digital Signature Plug-In License Agreement

NOTICE: This is a license agreement ("Agreement") between you and either (a) Adobe Systems
Incorporated, a Delaware corporation, 345 Park Avenue, San Jose, California 95110, if
subsection 7(a) of this Agreement applies, or otherwise (b) Adobe Systems Software Ireland
Limited, Unit 3100, Lake Drive, City West Campus, Saggart D24, Dublin, Republic of Ireland, a
company organized under the laws of Ireland and an affiliate and licensee of Adobe Systems
Incorporated, governing your right to use the contents of the files, disk(s), CD-ROM(s) or other
media with which this Agreement is provided, including but not limited to Adobe or third
party computer information or software; sample materials, documents, forms and templates;
and related explanatory written materials or files (collectively, "Materials").

1. License. Subject to the terms of this Agreement, Adobe grants you a non-exclusive license
to use, modify, reproduce and distribute the Materials solely in connection with your use of
Adobe Reader, Acrobat, and/or LiveCycle software products validly licensed by you. However,
you may not distribute the Materials in circumstances in which they constitute the primary
value of the product being distributed or the service being provided.

2. Intellectual Property Rights. The Materials and any copies that you are authorized by Adobe
to make are the intellectual property of and are owned by Adobe Systems Incorporated and its
suppliers. The Materials are protected by copyright, including without limitation by United
States Copyright Law, international treaty provisions and applicable laws in the country in
which it is being used. Except as expressly stated herein, this Agreement does not grant you
any intellectual property rights in the Materials and all rights not expressly granted are
reserved by Adobe.

3. Restrictions. You may not unbundle or repackage the Materials for distribution, transfer or
resale. You may not transfer or assign this Agreement or your rights to use the Materials, by
operation of law or otherwise, without the prior written consent of Adobe.

4. DISCLAIMER. EXCEPT FOR ANY WARRANTY, CONDITION, REPRESENTATION OR TERM TO THE
EXTENT TO WHICH THE SAME CANNOT OR MAY NOT BE EXCLUDED OR LIMITED BY LAW
APPLICABLE TO YOU IN YOUR JURISDICTION, ADOBE, ITS AFFILIATES AND ITS SUPPLIERS
PROVIDE THE MATERIALS AS-IS AND WITH ALL FAULTS AND EXPRESSLY DISCLAIM ALL
WARRANTIES, CONDITIONS, REPRESENTATIONS OR TERMS, EXPRESS OR IMPLIED, WHETHER BY
STATUTE, COMMON LAW, CUSTOM, USAGE OR OTHERWISE AS TO ANY OTHER MATTERS,
INCLUDING BUT NOT LIMITED TO PERFORMANCE, SECURITY, NON-INFRINGEMENT OF THIRD
PARTY RIGHTS, INTEGRATION, MERCHANTABILITY, QUIET ENJOYMENT, SATISFACTORY
QUALITY OR FITNESS FOR ANY PARTICULAR PURPOSE. The provisions of Section 4 and Section
5 shall survive the termination of this Agreement, howsoever caused, but this shall not imply
or create any continued right to install or use the Materials after termination of this
Agreement.





5. LIMITATION OF LIABILITY. IN NO EVENT WILL ADOBE, ITS AFFILIATES OR ITS SUPPLIERS BE
LIABLE TO YOU FOR ANY LOSS, DAMAGES, CLAIMS OR COSTS WHATSOEVER INCLUDING ANY
CONSEQUENTIAL, INDIRECT OR INCIDENTAL DAMAGES, ANY LOST PROFITS OR LOST SAVINGS,
ANY DAMAGES RESULTING FROM BUSINESS INTERRUPTION, PERSONAL INJURY OR FAILURE
TO MEET ANY DUTY OF CARE, OR CLAIMS BY A THIRD PARTY EVEN IF AN ADOBE
REPRESENTATIVE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH LOSS, DAMAGES, CLAIMS
OR COSTS. THE FOREGOING LIMITATIONS AND EXCLUSIONS APPLY TO THE EXTENT
PERMITTED BY APPLICABLE LAW IN YOUR JURISDICTION. ADOBE’S AGGREGATE LIABILITY AND
THAT OF ITS AFFILIATES AND SUPPLIERS UNDER OR IN CONNECTION WITH THIS AGREEMENT
SHALL BE LIMITED TO THE AMOUNT PAID FOR THE MATERIALS, IF ANY. THIS LIMITATION WILL
APPLY EVEN IN THE EVENT OF A FUNDAMENTAL OR MATERIAL BREACH OR A BREACH OF THE
FUNDAMENTAL OR MATERIAL TERMS OF THIS AGREEMENT. Nothing contained in this
Agreement limits Adobe's liability to you in the event of death or personal injury resulting
from Adobe's negligence or for the tort of deceit (fraud). Adobe is acting on behalf of its
affiliates and suppliers for the purpose of disclaiming, excluding and limiting obligations,
warranties and liability, but in no other respects and for no other purpose. For further
information, please see the jurisdiction specific information at the end of this Agreement, if
any, or contact Adobe's Customer Support Department.

6. Export Rules. You agree that the Materials will not be shipped, transferred or exported into
any country or used in any manner prohibited by the United States Export Administration Act
or any other export laws, restrictions or regulations (collectively the "Export Laws"). In addition,
if the Materials are identified as an export controlled item under the Export Laws, you
represent and warrant that you are not a citizen or, or located within, an embargoed or
otherwise restricted nation (including without limitation Iran, Irag, Syria, Sudan, Libya, Cuba
and North Korea) and that you are not otherwise prohibited under the Export Laws from
receiving the Materials. All rights to install and use the Materials are granted on condition that
such rights are forfeited if you fail to comply with the terms of this Agreement.

7. Governing Law. This Agreement, each transaction entered into hereunder, and all matters
arising from or related to this Agreement (including its validity and interpretation), will be
governed and enforced by and construed in accordance with the substantive laws in force in:
(a) the State of California, if a license to the Materials is obtained when you are in the United
States, Canada, or Mexico; or (b) Japan, if a license to the Materials is obtained when you are in
Japan, China, Korea, or other Southeast Asian country where all official languages are written
in either an ideographic script (e.g., hanzi, kanji, or hanja), and/or other script based upon or
similar in structure to an ideographic script, such as hangul or kana; or (c) England, if a license
to the Materials is obtained when you are in any other jurisdiction not described above. The
respective courts of Santa Clara County, California when California law applies, Tokyo District
Court in Japan, when Japanese law applies, and the competent courts of London, England,
when the law of England applies, shall each have non-exclusive jurisdiction over all disputes
relating to this Agreement. This Agreement will not be governed by the conflict of law rules of
any jurisdiction or the United Nations Convention on Contracts for the International Sale of
Goods, the application of which is expressly excluded.

8. General Provisions. If any part of this Agreement is found void and unenforceable, it will not
affect the validity of the balance of this Agreement, which shall remain valid and enforceable
according to its terms. Updates may be licensed to you by Adobe with additional or different
terms. The English version of this Agreement shall be the version used when interpreting or
construing this Agreement. This Agreement, along with any Exhibits thereto, is the entire
agreement between Adobe and you relating to the Materials and it supersedes any prior
representations, discussions, undertakings, communications or advertising relating to the
Materials.





9. Confidentiality. To the extent that the materials include sample software code, application
programming interface, header files and related information, and the file format specifications
found in the folders titled "safe_plug-in" or "docs" (or in such other location as described in a
"Read Me" file accompanying the Materials) which may be distributed as part of the Materials,
you will treat such Components and other materials distributed with the Materials and marked
as confidential ("Confidential Information") with the same degree of care to prevent
unauthorized disclosure as you accord to your own confidential information, but in no event
less than reasonable care. Your obligations of confidentiality under this Section shall terminate
to the extent that you can document that the Confidential Information was the public domain
at or subsequent to the time it was communicated to you by Adobe through no fault of yours.
You may also disclose the Confidential Information in response to a valid order by a court or
other governmental body, when otherwise required by law, or when necessary to establish
the rights of either party under this Agreement, provided you give Adobe advance written
notice thereof.

If you have any questions regarding this Agreement or if you wish to request any information
from Adobe please use the address and contact information included with this product to
contact the Adobe office serving your jurisdiction.

Adobe, Acrobat, LiveCycle, and Reader, are either a registered trademarks or trademarks of
Adobe.






SAFET;






const defaultReason = "I intend this signature to be legally binding per my executed SAFE user agreement";

const safeOID = "1.3.6.1.4.1.23165";



var signatureFields = null;

var safeSignatureFields = null;

var selectedField;

var selectedID;

var selectedAppearance;

var certs;

var fields;



var initialSAFECert = "Test User CT Good from Cybertrust SAFE Issuer TEST Sub CA";

var initialSAFEAppearance = "SAFE";



var allowedPolicyOIDs = new Array();

//allowedPolicyOIDs[0] = "1.3.6.1.4.1.23165";

//allowedPolicyOIDs[1] = "2.3.3.3.3.3.3.3.2";

//allowedPolicyOIDs[2] = "1.1.1.1.1.1.1.1.2";

//allowedPolicyOIDs[3] = "2.3.3.3.3.3.3.3.2";



var SAFEButton = 

"FFFEFEF9FFFEFEFEFFFEFEFEFFFBFEFEFFFEFBFEFFFBFEFEFFFBFBFBFFFEFBFEFFFEFBFEFFFEFEFEFFFEF9FEFFFEFEF9FFFBFBFBFFFEFBFEFFFEFEF9FFFEFBFEFFFEFEFEFFFBFEFEFFFEFEFEFFFEFEFE" + //0

"FFFEFBFEFFFEFEF9FFFEFBF8FFFBFEFEFFFEFEF9FFFEFBF8FFFBFEF9FFF9FEFBFFFBFEFEFFF8FBF9FFF8FEFEFFFBFBF8FFFEFEFEFFFBFEFEFFFEFEFEFFFEFEFEFFFEFBFEFFFEFEFEFFFBFEFEFFFEFEFE" + //1

"FFFEFBFEFFFEFEFEFFFEFEFEFFF9FEFBFFFBFEFEFFFEFEFEFFFEFEFEFFFEFBFEFFFEFBFEFFFEFEF7FFFEFEFEFFFBFEFEFFFEFEFEFFFEFBFEFFFEFBFEFFFEFEFEFFFEFEFEFFFEFEF9FFFEFEFEFFFEFEFE" + //2

"FFFEFBF9FFFEFEFEFFFEFBFEFFFEFBFEFFFEFEFEFFFEFEFEFFFBFEFEFFFEFEFEFFFEFEF9FFFEFBFEFFFBFEFEFFFEFBFEFFFEFEF9FFFBFEFEFFFEFEF9FFFBFEFEFFFBFEFEFFFEFEFEFFFEFBFEFFFEFEFE" + //3

"FFFEFEFEFFFEFEF9FFFEFEFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFF8FEF8FFFEFEFE" + //4

"FFFEFEFEFFFEFEFEFFFEFEFEFFFEFBFEFF12296BFF12296BFF16286BFFFEFEFEFF12296BFF12296BFF12296BFFFBFEFEFF12296BFF172869FF122B65FFFEFEFEFF12296BFF142965FF15286AFFFEFBFE" + //5

"FFFEFEFEFFFEFEFEFFFEFEFEFFFEFBFEFF14296AFFFEFEFEFFFEF9FEFFFEFEF9FF15286AFFFEFEFEFF16286AFFFBFEFEFF16296BFFFBFEFEFFFEFEFEFFFEFBFEFF142968FFFEFEFEFFFBFEFEFFFEFEFE" + //6

"FFFEFEFEFF007065FF006E64FFFEFBFEFF12296BFF15286DFF12296BFFFEFEFEFF142869FF132969FF16296BFFFEFEFEFF14296AFF16276DFFFBFEFEFFFBFEFEFF142968FF14296AFFFEFBFEFFFEFEFE" + //7

"FFFEFEFEFF006E64FF006E64FFFEFBFEFFFEFBFEFFFEF9FBFF162871FFFEF9FBFF132969FFFEFEFEFF16276CFFF7FEFBFF16296BFFFBFBF8FFFEFEFEFFFEFEFEFF15266CFFFEFEF9FFFEFEFEFFFEFEF9" + //8

"FFFEFEFEFF006E64FF006E64FFFBFEFEFF152865FF15286DFF12296BFFFEFEF9FF132A6AFFFEFEFEFF142869FFFEFEFEFF142968FFFEFEFEFFFEFEFEFFFEFBFEFF12296BFF132A68FF14286CFFFEFEFE" + //9

"FFFEFEFEFF006E64FF006E64FFFEFBFEFFFEFEFEFFFBFEFEFFFBFEFEFFFEFBFEFFFEFEF9FFFEFEFEFFFBFEFEFFFEFEF7FFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFBFEFFFEFEFEFFFEFEFE" + //10

"FFFEFEFEFF006E64FF006E64FF007261FFFEFEFEFFFEFBFEFFFBFBFBFFFEFEFEFFFEF9FEFFFEFEFEFFFEFBFEFFFBFEFEFFFBFEFEFFFBFBF8FFFBFEFEFFFBFEFEFFFEFEF9FFFEFBFEFFFEFEFEFFFEFEFE" + //11

"FFFEFEFEFFFEFBFEFF006E64FF006E64FFFEFBFEFFFBFEFEFFFEFEFEFFFBFEFEFFFEFEF9FFFEFEF9FFF9FEFBFFFEFEFEFFFEFBFEFF007063FF007364FF006E64FF006E64FF007165FF006E64FFFEFEFE" + //12

"FFFEFEFEFFFEFEF9FF006E64FF006E64FFFEFEFEFFFEFEFEFFFEFBFEFFFEFBFEFF007064FF007264FF007067FF007067FF007168FF006E64FF006E64FF006E64FF006E64FF006E64FF006E64FFFEFEFE" + //13

"FFFEFEF9FFFEFEFEFF006E64FF006E64FF007064FF007163FF007168FF007264FF006E64FF006E64FF006E64FF006E64FF006E64FF006E64FF006E64FFFBFEF9FFFEFEFEFFFEFEFEFFFEFEF9FFFEFEFE" + //14

"FFFBFEF9FFFEFEFEFFFEFEFEFF006E64FF006E64FF006E64FF006E64FF006E64FF006E64FF006E64FFFEFEFEFFFEFBFEFFFBFEF9FFFBFEFEFFFEFBFEFFFEFEF9FFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFE" + //15

"FFFEFEFEFFFEFBFEFFFEFBFEFFFEFEFEFFF9FEFBFFFEFEFEFFFEFBFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFBFEFFFEFEFEFFFEFBFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFE" + //16

"FFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFE" + //17

"FFFEFEFEFFF9FEFBFFFEFEF9FFFEFEFEFFFEFEFEFFFEFEFEFFFBFEFEFFFEFEF9FFFEFEFEFFFEFEFEFFFEFEFEFFFBFEF9FFFEFEFEFFFEFEFEFFFEFBFEFFFBFEF9FFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFE" + //18

"FFFEFEF9FFFEFEFEFFFEFEF9FFFBFBFEFFFEFEFEFFFEFBFEFFFBFEF9FFFEFEFEFFFEFEFEFFFEFEFEFFFBFEF9FFFEFBFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFEFFFEFEFE"; //19



var SAFEButtonIcon = 

{

  count: 0, 

  width: 20, 

  height: 20,  

  read: function(nBytes)

  {

    return SAFEButton.slice(this.count, this.count += nBytes);

  }

};



CreateButton = app.trustedFunction(

  function()  

  {

    app.beginPriv();

    

    app.addToolButton({

              cName: "SAFESign",

              cExec: "SAFESign()",

              oIcon: SAFEButtonIcon,

              cEnable: true,

              cTooltext: "SAFE sign the current document",

              nPos: 0,

              cMarked: "event.rc = false;",

              cLabel: "SAFE Sign"

              });

    

    app.endPriv();

  }

);



CreateButton();



SAFESign = app.trustedFunction(

  function()

  {

    app.beginPriv();

    

    signatureFields = new Array();

    safeSignatureFields = new Array();

    selectedField = null;

    selectedID = null;

    certs = null;

    fields = null;

    

    var docs = app.activeDocs;

    if (docs.length == 0)

    {

      app.alert("No document to sign!");

      app.endPriv();     

      return;

    }

    

    var signatureIndex = 0;

    var safeSignatureIndex = 0;

    

    for (var i = 0; i < this.numFields; i++)

    {

      var currentField = this.getField(this.getNthFieldName(i));

      if ((currentField.type == "signature") && (currentField.signatureValidate() == 0))  

      {

        signatureFields[signatureIndex] = currentField;

        signatureIndex++;

        

        var seedValue = currentField.signatureGetSeedValue();

        

        if (seedValue != null)

        {

          var certSpec = seedValue.certspec;

          

          if (certSpec.oid == safeOID)

          {

            safeSignatureFields[safeSignatureIndex] = currentField;

            safeSignatureIndex++;            

          }          

        }

      }

    }

    

    if ((safeSignatureFields.length == 0) && (signatureFields.length == 0))

    {

      app.alert("There are no signature fields on this document. If you would like to add a SAFE signature, please first add a signature field or contact the author of the document.");

    }

    else

    {

      app.execDialog(SignatureDialog);

    }

    

    app.endPriv();

  }

);



SignDocument = app.trustedFunction(

  function(password, reason, dialog)

  {

    app.beginPriv();

    

    var handler = security.getHandler(security.PPKLiteHandler, false);

    var oParams = { cPassword: password, oEndUserSignCert: selectedID };

    var result = handler.login({ oParams: oParams });

    if (result == true)

    { 

      var oInfo;

      if (selectedAppearance != "Standard Text")

      {

        oInfo = { password: password, reason: reason, appearance: selectedAppearance};

      }

      else

      {

        oInfo = { password: password, reason: reason};

      }

      

      try

      {

        result = selectedField.signatureSign({ oSig: handler, oInfo: oInfo });

      }

      catch (e)

      {

        result = false;

        if (app.viewerType == "Reader")

        {

          app.alert("You are attempting to sign a document in Reader.  The document needs to have signing enabled before you can sign it.  Please contact the author.");

        }

      }

      

      if (result == true)      

      {

        dialog.end();

      }

      else

      {

        app.alert("Failed to sign the document. Please make sure that your SAFE smart card or USB token is inserted, or click the Configure button to select a different SAFE ID.");

      }

    }

    else

    {

      app.alert("Invalid Password!");

    }    

    

    result = handler.logout();

    

    app.endPriv();

  }

);



var GetCertificates = app.trustedFunction(

  function()

  {

    app.beginPriv();

    

    var ppkLite = security.getHandler(security.PPKLiteHandler, true);

    var ids = ppkLite.digitalIDs;

    var certs = ids.certs;

    

    var safeCerts = new Array();

    

    for (var i = 0; i < certs.length; i++)

    {

      var currentCert = certs[i];

      var result = convert(currentCert.binary, 'auto', true);



      if (result.indexOf("OID: 2.5.29.32 (certificatePolicies) =>") != -1)

      {

        var values = result.split(";");

        

        for (var j = 0; j < values.length; j++)

        {

          if (values[j].indexOf("OID: 2.5.29.32 (certificatePolicies) =>") != -1)

          {

            var pair = values[j].split("=>");

            var oidPair = pair[1].split(": ");

            var policyOID = oidPair[1];

            

            var allowedOIDs = allowedPolicyOIDs.join(";");

            

            if (allowedOIDs.indexOf(policyOID) != -1)

            {

              safeCerts.push(currentCert);

            }

          }

        }

      }

    }



    //app.endPriv();

    

    if (safeCerts.length == 0)

    {

      return certs;

    }

    else

    {

      return safeCerts;

    }

    app.endPriv();

  }

);



var GetAppearances = app.trustedFunction(

  function()

  {

    app.beginPriv();

    

    var ppkLite = security.getHandler(security.PPKLiteHandler, true);

    var appearances = ppkLite.appearances

    

    app.endPriv();

    

    return appearances;

  }

);



var GetCertDisplayString = app.trustedFunction(

function(cert) 

{

  var certString;

  

  if (cert.subjectDN.cn == cert.issuerDN.cn)

  {

    certString = cert.subjectDN.cn + " (self-signed)";

  }

  else

  {

    certString = cert.subjectDN.cn + " from " + cert.issuerDN.cn;

  }

  

  return certString;

}

);



var CertificateDialog =

{

  loadNext: true,

  

  doDialog: function(loadNextDialog) 

  {

    app.beginPriv();

    loadNext = loadNextDialog;

    var retn = app.execDialog(this);

    app.endPriv();

    return retn;

  },

  

  initialize: function(dialog)

  {

    app.beginPriv();



    dialog.load({"idtx": "Please make sure that you have your SAFE token or SmartCard inserted before clicking the SAFE Sign button." });

    dialog.load({"aptx": "If you are not sure which signature appearance to select for SAFE signing, consult the SAFE installation instructions or contact your system administrator." });

    

    var dIDList = {};    

    certs = GetCertificates();

    

    for (var i = 0; i < certs.length; i++)

    {

      var currentCert = certs[i];

      var certString = GetCertDisplayString(currentCert);

      

      if (certString == global.SAFECert)

      {

        dIDList[certString] = (i + 1);

      }

      else

      {

        dIDList[certString] = (i + 1) * -1;

      }

    }

    

    dialog.load({"dids": dIDList});

    

    var appearanceList ={};

    var appearances = GetAppearances();

    appearances.push("Standard Text");

    

    for (var i = 0; i < appearances.length; i++)

    {

      var currentAppearance = appearances[i];

      if (currentAppearance == global.SAFEAppearance)

      {

        appearanceList[currentAppearance] = (i + 1);

      }

      else

      {

        appearanceList[currentAppearance] = (i + 1) * -1;

      }

    }

    

    dialog.load({"aprs": appearanceList});



    app.endPriv();

  },



  "okbt": function(dialog)

  {

    var elements = dialog.store()["dids"];

    

    for (var e in elements)

    {

      if (elements[e] > 0)

      {        

        selectedID = certs[elements[e] - 1];

      }

    }    

    

    if (selectedID == null)

    {

      app.alert("Please select a Digital ID.");

      return;

    }

    

    elements = dialog.store()["aprs"];

    

    for (var e in elements)

    {

      if (elements[e] > 0)

      {        

        selectedAppearance = e;

      }

    }    

    

    app.beginPriv();



    global.SAFECert = GetCertDisplayString(selectedID);

    

    global.SAFEAppearance = selectedAppearance;

    

    global.setPersistent("SAFECert", true);

    global.setPersistent("SAFEAppearance", true);



    app.endPriv();

    

    dialog.end();

    if (loadNext != false)

    {

      SigningDialog.doDialog();

    }

  },

  

  "cncl": function(dialog)

  {

    dialog.end();

  },

  

  description:

  {

    name: "Configure Digital ID and Appearance",    

    

    elements:

    [ 

      {

        type: "view",

        align_children: "align_left",

        width: 300,

         

        elements:

        [

          {

            type: "static_text",

            name:"Select your SAFE Digital ID and Signature image from the lists below"

          },

          {

            type: "static_text",

            name: "Select Digital ID:"

          },

          {

            type: "popup",

            item_id: "dids",

            width: 300

          },

          {

            type: "static_text",

            char_height: 4,

            width: 250,

            item_id: "idtx"

          },

          {

            type: "static_text",

            name: "Select Signature Appearance:"

          },

          {

            type: "popup",

            item_id: "aprs",

            width: 300

          },

          {

            type: "static_text",

            char_height: 4,

            alignment: "align_fill",

            item_id: "aptx"

          },

          {

            type: "view",

            align_children: "align_row",

            alignment: "align_right",

            

            elements:

            [

              {

                type: "button",

                item_id: "okbt",

                name: "OK"

              },

              {                

                type: "button",

                item_id: "cncl",

                name: "Cancel"

              }

            ]

          }    

        ]

      }

    ]

  }

};



var LoadDefaults = app.trustedFunction(

  function()

  {

    app.beginPriv();

    

    if (global.SAFEAppearance == null)

    {

      if (typeof(initialSAFEAppearance) != "undefined")

      {

        var appearances = GetAppearances();

        

        for (var i = 0; i < appearances.length; i++)

        {

          var currentAppearance = appearances[i];

          if (currentAppearance == initialSAFEAppearance)

          {

            selectedAppearance = currentAppearance;

            global.SAFEAppearance = selectedAppearance;

            global.setPersistent("SAFEAppearance", true);

          }

        }

      }

    }

    else

    {

      selectedAppearance = global.SAFEAppearance.toString();

    }

    

    var certs = GetCertificates();

    

    if ((global.SAFECert == null) && (typeof(initialSAFECert) != "undefined"))

    {

      for (var i = 0; i < certs.length; i++)

      {

        var currentCert = certs[i];

        var certString = GetCertDisplayString(currentCert);

        

        if (certString == initialSAFECert)

        {

          selectedID = currentCert;

          global.SAFECert = certString;

          global.setPersistent("SAFECert", true);

        }

      }

    }

    else

    {

      for (var i = 0; i < certs.length; i++)

      {

        var currentCert = certs[i];

        var certString = GetCertDisplayString(currentCert);

        

        if (certString == global.SAFECert)

        {

          selectedID = currentCert;

        }

      }

    }

    

    

    if ((selectedID == null) && (global.SAFECert != null))

    {

      if (selectedID == null)

      {

        var alertStruct = { cMsg: "Your SAFE digital ID could not be located. Please do one of the following: \n\n" +

                                   "1. If your SAFE SmartCard or token is not currently inserted, click the \"CANCEL\"\n" +

                                   "button, then insert your SAFE SmartCard or token, and click the \"SAFE Sign\"\n" +

                                   "toolbar button to re-try.\n\n" +

                                   "Or\n\n" +

                                   "2. If your smart card or token is currently inserted, then click the \"OK\" button\n" +

                                   "to select your SAFE Digital ID.",

                            nIcon: 1,

                            nType: 1

                          };

        var result = app.alert(alertStruct);

        if (result == 1)

        {

          return false;

        }

        else

        {

          return "exit";

        }

      }

    }

    

    if ((global.SAFECert == null) || (global.SAFEAppearance == null))

    {

      return false;

    }

    else

    {

      return true;

    }

    app.endPriv();

  }

);



var SignatureDialog = 

{

 initialize: function(dialog)

  {    

    var sigList = {};

    

    if (safeSignatureFields.length > 0)

    {

      fields = safeSignatureFields;

    }

    else

    {

      fields = signatureFields;

    }

    

    for (var i = 0; i < fields.length; i++)

    {

      var currentField = fields[i];

      if (i == 0)

      {

        sigList[currentField.name + " on page " + (currentField.page + 1)] = (i + 1);

      }

      else

      {

        sigList[currentField.name + " on page " + (currentField.page + 1)] = (i + 1) * -1;

      }

    }

    

    dialog.load({"sigs": sigList});

  },

  

  commit: function(dialog)

  {

    var elements = dialog.store()["sigs"];

    

    for (var e in elements)

    {

      if (elements[e] > 0)

      {

        selectedField = fields[elements[e] - 1];

      }

    }    

    

    var result = LoadDefaults();

    if (result == true)

    {

      SigningDialog.doDialog();

    }

    else if (result == false)

    {

      CertificateDialog.doDialog();

    }

    else if (result == "exit")

    {

      dialog.end();

    }

  },

  

  description:

  {

    name: "Available Signature Fields",

    

    elements:

    [

      {

        type: "view",

        align_children: "align_left",

        

        elements:

        [

          {

            type: "static_text",

            name: "Select the signature field that you would like to sign with a SAFE signature:"

          },

          {

            type: "list_box",

            item_id: "sigs",

            char_width: 36,

            height: 100

          },

          {

            type: "static_text",

            name: "Insert your SAFE smart card or token before continuing",

            font: "dialog",

            bold: "true",

          },

          {

            type: "ok_cancel"

          }    

        ]

      }

    ]

  }

};



var SigningDialog = 

{

  doDialog: function() 

  {

    app.beginPriv();

    var retn = app.execDialog(this);

    app.endPriv();

    return retn;

  },

 

  initialize: function(dialog)

  {

    dialog.load({ "img1": SAFELogoIcon.GetIcon() });

    dialog.load({ "sfld": selectedField.name + " on page " + (selectedField.page + 1) });

    

    if (selectedID == null)

    {

      var alertStruct = { cMsg: "Your SAFE digital ID could not be located. Please do one of the following: \n\n" +

                                 "1. If you have not inserted your SAFE SmartCard or token yet, then cancel\n" +

                                 "this signature, insert your SAFE SmartCard or token, and click the\n" +

                                 "SAFE Sign button to re-try.\n\n" +

                                 "Or\n\n" +

                                 "2. If you have inserted your SAFE SmartCard or token, click the\n" +

                                 "\"Configure\" button to select your SAFE Digital ID.",

                          nIcon: 1,

                          nType: 1

                        };

      var result = app.alert(alertStruct);

      if (result == 2)

      {

        dialog.end();

      }

    }

    else

    {

      dialog.load({"ifld": selectedID.subjectCN});

    }

    

    var seedValue = selectedField.signatureGetSeedValue();    

    var reasons = null

    

    if (seedValue != null)

    {

      reasons = seedValue.reasons;

    }

    

    if (reasons == null)

    {

      dialog.load({"rfld": defaultReason});

    }

    else

    {

      dialog.load({"rfld": reasons[0]});

    }

  },

    

  "cnfg": function(dialog)

  {

    CertificateDialog.doDialog(false);

    SigningDialog.initialize(dialog);

  },

  

  "sign": function(dialog)

  {

    if (dialog.store()["ifld"] == "")

    {

      CertificateDialog.doDialog(false);

      SigningDialog.initialize(dialog);

    }

//    else if (dialog.store()["pfld"] == "")

//    {

//      app.alert("Please enter a password.");

//    }

    else

    {

//      SignDocument(dialog.store()["pfld"], dialog.store()["rfld"], dialog);

      SignDocument("X", dialog.store()["rfld"], dialog);      

    }

  },

  

  "cncl": function(dialog)

  {

    dialog.end();

  },

  

  description:

  {

    name: "Create SAFE Signature",    

    

    elements:

    [

      {

        type: "view",

        align_children: "align_left",

        

        elements:

        [

          {

            type: "view",

            align_children: "align_row",

            

            elements:

            [

              {

                height: 47,

                width: 94,

                char_width: 4,

                char_height: 4,

                item_id: "img1",

                type: "image"

              },

              {

                item_id: "rfld",

                type: "edit_text",

                readonly: "true",

                alignment: "align_left",

                font: "dialog",

                bold: "true",

                width: 196,

                height: 70,

                name: defaultReason,

                multiline: 1,

              }

            ]

          },

          {

            type: "view",

            align_children: "align_left",

            

            elements:

            [

              {

                type: "static_text",

                name: "Selected signature field: ",

              },

              {

                item_id: "sfld",

                type: "edit_text",

                readonly: "true",

                char_width: 30,

                char_height: 2

              }

            ]

          },

          {

            type: "view",

            align_children: "align_left",

            

            elements:

            [

              {

                type: "static_text",

                name: "SAFE Digital ID: ",

              },

              {

                item_id: "ifld",

                type: "edit_text",

                readonly: "true",

                char_width: 30,

                char_height: 2

              }

            ]

          },

//          {

//            type: "view",

//            align_children: "align_row",

//            

//            elements:

//            [

//              {

//                type: "static_text",

//                name: "Passphrase for Digital ID: ",

//              },

//              {

//                item_id: "pfld",

//                type: "edit_text",

//                password: "true",

//                width: 164,

//                char_height: 2                

//              }

//            ]

//          },

          {

            type: "view",

            align_children: "align_row",

            alignment: "align_right",

            

            elements:

            [

              {

                type: "button",

                item_id: "cnfg",

                name: "Configure"

              },

              {                

                type: "button",

                item_id: "sign",

                name: "Sign"

              },

              {

                type: "button",

                item_id: "cncl",

                name: "Cancel"

              } 

            ]

          }

        ]

      }

    ]

  }

};



var SAFELogo = 

"FFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFCFEFFFDFDFFFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFFFFFDFDFFFFFDFDFDFFFDFDFDFFFEFCFDFFFDFBFCFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFBFFFDFDFBFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFD00C0C0C0" +

"FFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFCFCFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFFFFFDFDFFFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFFFFFDFDFFFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFBFFFDFDFBFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFD00C0C0C0" +

"" +

"FFFCFCFCFFFCFCFCFFE0E6E6FFEBF1F1FFFCFFFFFFFFFFFFFFFFFFFFFFFEFEFEFFFAFCFBFFFAFCFBFFFCFCFCFFFDFDFDFFFCFDFFFFFCFDFFFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFBFFFCFEFBFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFD00C0C0C0" +

"" +







"" +











"" +















"" +

"" +

"" +









"" +





















"" +

"" +

"" +

"" +

"FFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFFFFFDFDFFFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFD00C0C0C0" +

"FFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFFFFFDFDFFFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFCFEFDFFFCFEFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFEFCFDFFFEFCFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFDFFFDFDFD00C0C0C0" +

"00C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C000C0C0C0";



var SAFELogoIcon = 

{

  count: 0, 

  width: 94, 

  height: 47,  

  read: function(nBytes)

  {

    return SAFELogo.slice(this.count, this.count += nBytes);

  },

  GetIcon: function()

  {

    this.count = 0;

    return this;

  }

};





//-----------------------------------------------------------------------------

//

// Certificate decoding

//



var isEncode = new RegExp("[^0-9a-zA-Z\/=+]", "i");

var isB64    = new RegExp("[^0-9a-fA-F]", "i");

var TAB = "                              ";

var TAB_num = -1;

var NAME = new Array();

var Bitstring_hex_limit = 4;

var ID   = new Array();

var OID = new Array();



ID['BOOLEAN']          = 0x01;

ID['INTEGER']          = 0x02;

ID['BITSTRING']        = 0x03;

ID['OCTETSTRING']      = 0x04;

ID['NULL']             = 0x05;

ID['OBJECTIDENTIFIER'] = 0x06;

ID['ObjectDescripter'] = 0x07;

ID['UTF8String']       = 0x0c;

ID['SEQUENCE']         = 0x10;

ID['SET']              = 0x11;

ID['NumericString']    = 0x12;

ID['PrintableString']  = 0x13;

ID['TeletexString']    = 0x14;

ID['IA5String']        = 0x16;

ID['UTCTime']          = 0x17;

ID['GeneralizedTime']  = 0x18;



var i;

for ( i in ID ){

  NAME[ID[i]] = i;

}



var OIDS = new Array();

OIDS[0]="0.2.262.1.10.1.1,signature";

OIDS[1]="1.2.840.113549.1.1,pkcs-1";

OIDS[2]="1.2.840.113549.1.1.1,rsaEncryption";

OIDS[3]="1.2.840.113549.1.1.4,md5withRSAEncryption";

OIDS[4]="1.2.840.113549.1.1.5,sha1withRSAEncryption";

OIDS[5]="1.2.840.113549.1.1.6,rsaOAEPEncryptionSET";

OIDS[6]="1.2.840.113549.1.7,pkcs-7";

OIDS[7]="1.2.840.113549.1.7.1,data";

OIDS[8]="1.2.840.113549.1.7.2,signedData";

OIDS[9]="1.2.840.113549.1.7.3,envelopedData";

OIDS[10]="1.2.840.113549.1.7.4,signedAndEnvelopedData";

OIDS[11]="1.2.840.113549.1.7.5,digestedData";

OIDS[12]="1.2.840.113549.1.7.6,encryptedData";

OIDS[14]="1.2.840.113549.1.7.7,dataWithAttributes";

OIDS[15]="1.2.840.113549.1.7.8,encryptedPrivateKeyInfo";

OIDS[16]="1.2.840.113549.1.9.22.1,x509Certificate(for.PKCS.#12)";

OIDS[17]="1.2.840.113549.1.9.23.1,x509Crl(for.PKCS.#12)";

OIDS[18]="1.2.840.113549.1.9.3,contentType";

OIDS[19]="1.2.840.113549.1.9.4,messageDigest";

OIDS[20]="1.2.840.113549.1.9.5,signingTime";

OIDS[21]="2.16.840.1.113730.1,cert-extension";

OIDS[22]="2.16.840.1.113730.1.1,netscape-cert-type";

OIDS[23]="2.16.840.1.113730.1.12,netscape-ssl-server-name";

OIDS[24]="2.16.840.1.113730.1.13,netscape-comment";

OIDS[25]="2.16.840.1.113730.1.2,netscape-base-url";

OIDS[26]="2.16.840.1.113730.1.3,netscape-revocation-url";

OIDS[27]="2.16.840.1.113730.1.4,netscape-ca-revocation-url";

OIDS[28]="2.16.840.1.113730.1.7,netscape-cert-renewal-url";

OIDS[29]="2.16.840.1.113730.1.8,netscape-ca-policy-url";

OIDS[30]="2.23.42.0,contentType";

OIDS[31]="2.23.42.1,msgExt";

OIDS[32]="2.23.42.10,national";

OIDS[33]="2.23.42.2,field";

OIDS[34]="2.23.42.2.0,fullName";

OIDS[35]="2.23.42.2.1,givenName";

OIDS[36]="2.23.42.2.10,amount";

OIDS[37]="2.23.42.2.2,familyName";

OIDS[38]="2.23.42.2.3,birthFamilyName";

OIDS[39]="2.23.42.2.4,placeName";

OIDS[40]="2.23.42.2.5,identificationNumber";

OIDS[41]="2.23.42.2.6,month";

OIDS[42]="2.23.42.2.7,date";

OIDS[43]="2.23.42.2.7.11,accountNumber";

OIDS[44]="2.23.42.2.7.12,passPhrase";

OIDS[45]="2.23.42.2.8,address";

OIDS[46]="2.23.42.3,attribute";

OIDS[47]="2.23.42.3.0,cert";

OIDS[48]="2.23.42.3.0.0,rootKeyThumb";

OIDS[49]="2.23.42.3.0.1,additionalPolicy";

OIDS[50]="2.23.42.4,algorithm";

OIDS[51]="2.23.42.5,policy";

OIDS[52]="2.23.42.5.0,root";

OIDS[53]="2.23.42.6,module";

OIDS[54]="2.23.42.7,certExt";

OIDS[55]="2.23.42.7.0,hashedRootKey";

OIDS[56]="2.23.42.7.1,certificateType";

OIDS[57]="2.23.42.7.2,merchantData";

OIDS[58]="2.23.42.7.3,cardCertRequired";

OIDS[59]="2.23.42.7.5,setExtensions";

OIDS[60]="2.23.42.7.6,setQualifier";

OIDS[61]="2.23.42.8,brand";

OIDS[62]="2.23.42.9,vendor";

OIDS[63]="2.23.42.9.22,eLab";

OIDS[64]="2.23.42.9.31,espace-net";

OIDS[65]="2.23.42.9.37,e-COMM";

OIDS[66]="2.5.29.1,authorityKeyIdentifier";

OIDS[67]="2.5.29.10,basicConstraints";

OIDS[68]="2.5.29.11,nameConstraints";

OIDS[69]="2.5.29.12,policyConstraints";

OIDS[70]="2.5.29.13,basicConstraints";

OIDS[71]="2.5.29.14,subjectKeyIdentifier";

OIDS[72]="2.5.29.15,keyUsage";

OIDS[73]="2.5.29.16,privateKeyUsagePeriod";

OIDS[74]="2.5.29.17,subjectAltName";

OIDS[75]="2.5.29.18,issuerAltName";

OIDS[76]="2.5.29.19,basicConstraints";

OIDS[77]="2.5.29.2,keyAttributes";

OIDS[78]="2.5.29.20,cRLNumber";

OIDS[79]="2.5.29.21,cRLReason";

OIDS[80]="2.5.29.22,expirationDate";

OIDS[81]="2.5.29.23,instructionCode";

OIDS[82]="2.5.29.24,invalidityDate";

OIDS[83]="2.5.29.25,cRLDistributionPoints";

OIDS[84]="2.5.29.26,issuingDistributionPoint";

OIDS[85]="2.5.29.27,deltaCRLIndicator";

OIDS[86]="2.5.29.28,issuingDistributionPoint";

OIDS[87]="2.5.29.29,certificateIssuer";

OIDS[88]="2.5.29.3,certificatePolicies";

OIDS[89]="2.5.29.30,nameConstraints";

OIDS[90]="2.5.29.31,cRLDistributionPoints";

OIDS[91]="2.5.29.32,certificatePolicies";

OIDS[92]="2.5.29.33,policyMappings";

OIDS[93]="2.5.29.34,policyConstraints";

OIDS[94]="2.5.29.35,authorityKeyIdentifier";

OIDS[95]="2.5.29.36,policyConstraints";

OIDS[96]="2.5.29.37,extKeyUsage";

OIDS[97]="2.5.29.4,keyUsageRestriction";

OIDS[98]="2.5.29.5,policyMapping";

OIDS[99]="2.5.29.6,subtreesConstraint";

OIDS[100]="2.5.29.7,subjectAltName";

OIDS[101]="2.5.29.8,issuerAltName";

OIDS[102]="2.5.29.9,subjectDirectoryAttributes";

OIDS[103]="2.5.4.0,objectClass";

OIDS[104]="2.5.4.1,aliasedEntryName";

OIDS[105]="2.5.4.10,organizationName";

OIDS[106]="2.5.4.10.1,collectiveOrganizationName";

OIDS[107]="2.5.4.11,organizationalUnitName";

OIDS[108]="2.5.4.11.1,collectiveOrganizationalUnitName";

OIDS[109]="2.5.4.12,title";

OIDS[110]="2.5.4.13,description";

OIDS[111]="2.5.4.14,searchGuide";

OIDS[112]="2.5.4.15,businessCategory";

OIDS[113]="2.5.4.16,postalAddress";

OIDS[114]="2.5.4.16.1,collectivePostalAddress";

OIDS[115]="2.5.4.17,postalCode";

OIDS[116]="2.5.4.17.1,collectivePostalCode";

OIDS[117]="2.5.4.18,postOfficeBox";

OIDS[118]="2.5.4.18.1,collectivePostOfficeBox";

OIDS[119]="2.5.4.19,physicalDeliveryOfficeName";

OIDS[120]="2.5.4.19.1,collectivePhysicalDeliveryOfficeName";

OIDS[121]="2.5.4.2,knowledgeInformation";

OIDS[122]="2.5.4.20,telephoneNumber";

OIDS[123]="2.5.4.20.1,collectiveTelephoneNumber";

OIDS[124]="2.5.4.21,telexNumber";

OIDS[125]="2.5.4.21.1,collectiveTelexNumber";

OIDS[126]="2.5.4.22.1,collectiveTeletexTerminalIdentifier";

OIDS[127]="2.5.4.23,facsimileTelephoneNumber";

OIDS[128]="2.5.4.23.1,collectiveFacsimileTelephoneNumber";

OIDS[129]="2.5.4.25,internationalISDNNumber";

OIDS[130]="2.5.4.25.1,collectiveInternationalISDNNumber";

OIDS[131]="2.5.4.26,registeredAddress";

OIDS[132]="2.5.4.27,destinationIndicator";

OIDS[133]="2.5.4.28,preferredDeliveryMehtod";

OIDS[134]="2.5.4.29,presentationAddress";

OIDS[135]="2.5.4.3,commonName";

OIDS[136]="2.5.4.31,member";

OIDS[137]="2.5.4.32,owner";

OIDS[138]="2.5.4.33,roleOccupant";

OIDS[139]="2.5.4.34,seeAlso";

OIDS[140]="2.5.4.35,userPassword";

OIDS[141]="2.5.4.36,userCertificate";

OIDS[142]="2.5.4.37,caCertificate";

OIDS[143]="2.5.4.38,authorityRevocationList";

OIDS[144]="2.5.4.39,certificateRevocationList";

OIDS[145]="2.5.4.4,surname";

OIDS[146]="2.5.4.40,crossCertificatePair";

OIDS[147]="2.5.4.41,name";

OIDS[148]="2.5.4.42,givenName";

OIDS[149]="2.5.4.43,initials";

OIDS[150]="2.5.4.44,generationQualifier";

OIDS[151]="2.5.4.45,uniqueIdentifier";

OIDS[152]="2.5.4.46,dnQualifier";

OIDS[153]="2.5.4.47,enhancedSearchGuide";

OIDS[154]="2.5.4.48,protocolInformation";

OIDS[155]="2.5.4.49,distinguishedName";

OIDS[156]="2.5.4.5,serialNumber";

OIDS[157]="2.5.4.50,uniqueMember";

OIDS[158]="2.5.4.51,houseIdentifier";

OIDS[159]="2.5.4.52,supportedAlgorithms";

OIDS[160]="2.5.4.53,deltaRevocationList";

OIDS[161]="2.5.4.55,clearance";

OIDS[162]="2.5.4.58,crossCertificatePair";

OIDS[163]="2.5.4.6,countryName";

OIDS[164]="2.5.4.7,localityName";

OIDS[165]="2.5.4.7.1,collectiveLocalityName";

OIDS[166]="2.5.4.8,stateOrProvinceName";

OIDS[167]="2.5.4.8.1,collectiveStateOrProvinceName";

OIDS[168]="2.5.4.9,streetAddress";

OIDS[169]="2.5.4.9.1,collectiveStreetAddress";

OIDS[170]="2.5.6.0,top";

OIDS[171]="2.5.6.1,alias";

OIDS[172]="2.5.6.10,residentialPerson";

OIDS[173]="2.5.6.11,applicationProcess";

OIDS[174]="2.5.6.12,applicationEntity";

OIDS[175]="2.5.6.13,dSA";

OIDS[176]="2.5.6.14,device";

OIDS[177]="2.5.6.15,strongAuthenticationUser";

OIDS[178]="2.5.6.16,certificateAuthority";

OIDS[179]="2.5.6.17,groupOfUniqueNames";

OIDS[180]="2.5.6.2,country";

OIDS[181]="2.5.6.21,pkiUser";

OIDS[182]="2.5.6.22,pkiCA";

OIDS[183]="2.5.6.3,locality";

OIDS[184]="2.5.6.4,organization";

OIDS[185]="2.5.6.5,organizationalUnit";

OIDS[186]="2.5.6.6,person";

OIDS[187]="2.5.6.7,organizationalPerson";

OIDS[188]="2.5.6.8,organizationalRole";

OIDS[189]="2.5.6.9,groupOfNames";

OIDS[190]="2.5.8,X.500-Algorithms";

OIDS[191]="2.5.8.1,X.500-Alg-Encryption";

OIDS[192]="2.5.8.1.1,rsa";

OIDS[193]="2.54.1775.2,hashedRootKey";

OIDS[194]="2.54.1775.3,certificateType";

OIDS[195]="2.54.1775.4,merchantData";

OIDS[196]="2.54.1775.5,cardCertRequired";

OIDS[197]="2.54.1775.7,setQualifier";

OIDS[198]="2.54.1775.99,set-data";

OIDS[199]="1.2.840.113549.1.9.1,emailAddress";

OIDS[200]="1.3.6.1.5.5.7.9.1,dateOfBirth";

OIDS[201]="1.3.6.1.5.5.7.3.8,timeStamping";

OIDS[202]="0.4.0.1862.1.1,id-etsi-qcs-QcCompliance";

OIDS[203]="0.4.0.1862.1.2,id-etsi-qcs-QcLimitValue";

OIDS[204]="0.4.0.1862.1.3,id-etsi-qcs-QcRetentionPeriod";

OIDS[205]="0.4.0.1862.1.4,id-etsi-qcs-QcSSCD";

OIDS[206]="1.2.840.113549.1.9.16.2.14,id-aa-timeStampToken<>";



var OIDsString=OIDS.join("<>");



// BEGIN - ASN.1 decoding functions



function convert(src, mode,bCert)

{

  var srcValue = src.replace(/[\s\r\n]/g, '');

  //console.println("srcValue = " + srcValue);



  cert=bCert;

  

  if ( mode == 'auto' )

  {

    if ( srcValue.match(isEncode) )

    {

      mode = 'encode';

    }

    else if ( srcValue.match(isB64) )

    {

      mode = 'decode_B64';

    }

    else 

    {

      mode = 'decode_HEX';

    }

  }



  //console.println("mode: " + mode);

  

  if ( mode == 'encode')

  {

    return encode(srcValue);

    

  }

  else if ( mode == 'decode_B64')

  {

    if ( srcValue.match(isEncode) )

    {

      if ( confirm("Illegal character for Decoding process.\nDo you wish to continue as Encoding process?") )

      {

        return encode(srcValue);

        return;

      }

      else

      {

        return;

      }

    }

    //ans.value = bin2hex(base64decode(srcValue));

    return decode(bin2hex(base64decode(srcValue)));

  }

  else if ( mode == 'decode_HEX')

  {

    /*

    if ( srcValue.match(isB64) )

    {

      if ( confirm("Illegal character for Decoding process.\nDo you wish to continue as Encoding process?") )

      {

        return encode(srcValue);

        return;

      }

      else

      {

        return;

      }

    }

    */

    return decode(srcValue);

  }

}



function encode(src)

{

  var ans;

  return ans;

}



function decode(src)

{

  if ( src.length % 2 != 0 )

  {

    alert('Illegal length. Hex string\'s length must be even.');

  }

  return readASN1(src);

}



function readASN1(data)

{

  var point = 0;

  var ret = "";

  TAB_num++;



  

  while ( point < data.length )

  {

    // Detecting TAG field (Max 1 octet)



    var tag10 = parseInt("0x" + data.substr(point, 2));

    var isSeq = tag10 & 32;

    var isContext = tag10 & 128;

    var tag = tag10 & 31;

    var tagName = isContext ? "[" + tag + "]" : NAME[tag];

    if ( tagName == undefined )

    {

      tagName = "Unsupported_TAG";

    }



    point += 2;

    

    // Detecting LENGTH field (Max 2 octets)



    var len = 0;

    if ( tag != 0x5) // Ignore NULL

    { 

      if ( parseInt("0x" + data.substr(point, 2)) & 128 )

      {

        var lenLength = parseInt("0x" + data.substr(point, 2)) & 127;

        if ( lenLength > 2 )

        {

          var error_message = "LENGTH field is too long.(at " + point + ")\nThis program accepts up to 2 octets of Length field.";

          //alert( error_message );

          //return error_message;

          

        }

        len = parseInt("0x" + data.substr(point + 2, lenLength * 2));

        point += lenLength * 2 + 2;  // Special thanks to Mr.(or Ms.) T (Mon, 25 Nov 2002 23:49:29)

      }

      else if ( lenLength != 0 )  // Special thanks to Mr.(or Ms.) T (Mon, 25 Nov 2002 23:49:29)

      {

        len = parseInt("0x" + data.substr(point,2));

        point += 2;

      }

      

      if ( len > data.length - point )

      {

        var error_message = "LENGTH is longer than the rest.\n"   + "(LENGTH: " + len + ", rest: " + data.length + ")";

        

        //alert( error_message );

        //return error_message;

      }

    }

    else

    {

      point += 2;

    }



    // Detecting VALUE

    

    var val = "";

    var tab = TAB.substr(0, TAB_num * 3);

    if ( len )

    {

      val = data.substr( point, len * 2);

      point += len * 2;

    }

    

    //console.println( "tagName = "+tagName);

    //console.println( "ret = "+ret);

    //console.println( "val = "+val);

    

    if (tagName != "Unsupported_TAG")        

    {

      var tmpString="";

      var tmpString2="";

      var oidValue = getValue(isContext ? 4 : tag , val);

      

      if (tagName=="OBJECTIDENTIFIER" || tagName=="ObjectDescripter" || tagName=="UTF8String"

          || tagName=="NumericString" || tagName=="PrintableString"  || tagName=="TeletexString"

          || tagName=="IA5String" || tagName=="UTCTime" || tagName=="GeneralizedTime")

      {     

        if (tagName == "OBJECTIDENTIFIER")

        {

          ret += " OID" + ": ";

    

          // search the OID label

          var pos = OIDsString.indexOf(oidValue);

          if (pos != -1)

          {

            tmpString = OIDsString.substring(pos - 1, OIDsString.length);

            tmpString = tmpString.substring(tmpString.indexOf(",") + 1, tmpString.indexOf("<>"));

            //console.println("oidValue: " + oidValue);           

            //console.println("tmpString: " + tmpString);           

            ret += oidValue + " (" + tmpString + ")";

            ret += " => ";

          }

          else

          {

            // establish if the certicate is qualified

            if (cert=true)

            {

              

              /*if (oidValue.length > 12)

              {

                

                var pos1=qualSigString.lastIndexOf(oidValue);

                var pos2=qualTSAString.lastIndexOf(oidValue);

                

                if (!qualSignature && (pos1!=-1))

                {

                  tmpString2=qualSigString.substring(pos1-1,qualSigString.length);

                  tmpString2=tmpString2.substring(tmpString2.indexOf(",")+1,tmpString2.indexOf("<>"));

                  qualSignature=true;

                  //qualCA=tmpString2;

                  qualCA=oidValue;

                }

                if (!qualTSAb && (pos2!=-1))

                {

                  tmpString2=qualTSAString.substring(pos2-1,qualTSAString.length);

                  tmpString2=tmpString2.substring(tmpString2.indexOf(",")+1,tmpString2.indexOf("<>"));

                  qualTSAb=true;

                  

                  qualTSAs=oidValue;

                }

              }*/

              

            }

            //console.println("oidValue: " + oidValue);

            ret += oidValue;

            ret += ";\n";

          }

          //ret += oidValue;

        }

        else

        {

          if (tagName=="UTCTime")

          {

            ret += " UTCTime" + ": " + oidValue.substring(5,7) + "/" + oidValue.substring(3,5) + "/" + oidValue.substring(1,3) + "-" + oidValue.substring(7,9) + ":" + oidValue.substring(9,11) + ":" + oidValue.substring(11,13);

            //ret += " UTCTime" + ": "+oidValue;

          }

          else if ((oidValue=="") || (oidValue==null))

          {

            ret = ret.substr(0, ret.length-4);

          }

          else

          {

            ret += oidValue;

          }

          ret += ";\n";

        }  

      }

      else if (isSeq || tagName=="OCTETSTRING" || tagName=="SET")

      {

        ret += readASN1(val) + ";\n";

      }

      else if (tagName=="BITSTRING")

      {

        ret += "BITSTRING " + ";\n";

      }

      else if ((oidValue=="") || (oidValue==null))

      {

        ret += "NULL VALUE " + ";\n";

      }    

      else 

      {

        ret += ";\n";

      }

    } 

  };

  

  TAB_num--;

  

  return ret;

}



function getValue(tag, data)

{

  var ret = "";

  

  if (tag == 1)

  {

    ret = data ? 'TRUE' : 'FALSE';

  }

  else if (tag == 2)

  {

    ret = (data.length < 3 ) ? parseInt("0x" + data) : data + ' : Too long Integer. Printing in HEX.';

  }

  else if (tag == 3)

  {

    var unUse = parseInt("0x" + data.substr(0, 2));

    var bits  = data.substr(2);

    

    if ( bits.length > Bitstring_hex_limit )

    {

      ret = "0x" + bits;

    }

    else

    {

      ret = parseInt("0x" + bits).toString(2);

    }

    ret += " : " + unUse + " unused bit(s)";

  }

  else if (tag == 5)

  {

    ret = "";

  }

  else if (tag == 6)

  {

    var res = new Array();

    var d0 = parseInt("0x" + data.substr(0, 2));

    res[0] = Math.floor(d0 / 40);

    res[1] = d0 - res[0] * 40;

    

    var stack = new Array();

    var powNum = 0;

    var i;

    for(i = 1; i < data.length -2; i = i + 2)

    {

      var token = parseInt("0x" + data.substr(i + 1,2));

      stack.push(token & 127);

      

      if ( token & 128 )

      {

        powNum++;

      }

      else

      {

        var j;

        var sum = 0;

        for (j in stack)

        {

          sum += stack[j] * Math.pow(128, powNum--);

        }

        res.push(sum);

        powNum = 0;

        stack = new Array();

      }

    }

    ret = res.join(".");

    if (OID[ret])

    {

      ret += " (" + OID[ret] + ")";

    }

  }

  else if (NAME[tag].match(/(Time|String)$/))

  {

    var k = 0;

    ret += "'";

    while (k < data.length)

    {

      ret += String.fromCharCode("0x"+data.substr(k, 2));

      k += 2;

    }

    ret += "'";

  }

  else

  {

    ret = data;

  }

  return ret;

}



function init_oid(src_text)

{

  var lines = new Array();

  lines = src_text.split(/\r?\n/);

  

  var i;

  for ( i in lines )

  {

    var item = new Array();

    item = lines[i].split(/,/);

    

    var j;

    for (j in item)

    {

      item[j] = item[j].replace(/^\s+/);

      item[j] = item[j].replace(/\s+$/);

    }

    

    if ( item.length < 2 || item[0].match(/^#/) )

    {

      continue;

    }

    

    if ( item[0].match(/[^0-9\.\-\s]/) )

    {

      OID[ item[1] ] = item[0];

    }

    else

    {

      OID[ item[0] ] = item[1];

    }

  }

}



function bin2hex(bin)

{

  var hex = "";

  var i = 0;

  var len = bin.length;

  

  while (i < len)

  {

    var h1 = bin.charCodeAt(i++).toString(16);

    if ( h1.length < 2 )

    {

      hex += "0";

    }

    hex += h1;

  }



  return hex;

}



/* I have copied the routine for decoding BASE64 from 

   http://www.onicos.com/staff/iz/amuse/javascript/expert/base64.txt */



var base64chr = new Array(

    -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1,

    -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1,

    -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, -1, 62, -1, -1, -1, 63,

    52, 53, 54, 55, 56, 57, 58, 59, 60, 61, -1, -1, -1, -1, -1, -1,

    -1,  0,  1,  2,  3,  4,  5,  6,  7,  8,  9, 10, 11, 12, 13, 14,

    15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, -1, -1, -1, -1, -1,

    -1, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40,

    41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, -1, -1, -1, -1, -1);



function base64decode(str) 

{

  var c1, c2, c3, c4;

  var i, len, out;

  len = str.length;

  i = 0;

  out = "";

  while(i < len) 

  {

    /* c1 */

    do 

    {

      c1 = base64chr[str.charCodeAt(i++) & 0xff];

    } 

    while(i < len && c1 == -1);

    

    if(c1 == -1)

    { 

      break; 

    }



    /* c2 */

    do 

    {

      c2 = base64chr[str.charCodeAt(i++) & 0xff];

    } 

    while(i < len && c2 == -1);

    

    if(c2 == -1)

    {

      break;

    }

    

    out += String.fromCharCode((c1 << 2) | ((c2 & 0x30) >> 4));



    /* c3 */

    do 

    {

      c3 = str.charCodeAt(i++) & 0xff;

      if(c3 == 61) { return out; }

      c3 = base64chr[c3];

    } 

    while(i < len && c3 == -1);

    

    if(c3 == -1)

    {

      break;

    }

    

    out += String.fromCharCode(((c2 & 0XF) << 4) | ((c3 & 0x3C) >> 2));



    /* c4 */

    do 

    {

      c4 = str.charCodeAt(i++) & 0xff;

      if(c4 == 61) { return out; }

      c4 = base64chr[c4];

    }

    while(i < len && c4 == -1);

    

    if(c4 == -1)

    {

      break;

    }

    

    out += String.fromCharCode(((c3 & 0x03) << 6) | c4);

  }

  return out;

}





// END - ASN.1 decoding functions
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