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Welcome to Reducing Risk with Document Security an Adobe eSeminar.



My name is Bryant Bell and I am a Marketing Manager at Adobe.



With me today is Rick Borstein, one of Adobe’s Business Development Managers. He will serve you very well with the demonstration portion of today’s event.



Security always appears to be a top of mind concern of our customers, and that’s why have put together today’s presentation for you.



Let’s get started.
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What we’ll cover . . .

Background Slides

Acrobat Security Methods
Passwords (demo)

Policies (demo)

Removing Sensitive Information
Redaction (demo)
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Let me take just a moment to go through the structure of today’s presentation.

Next, we’ll run through a few slides on Acrobat security to set the stage.

[build]

Demonstration will be a big part of today’s eSeminar. For each major section – Passwords, Certified Documents, Policies– we’ll do a couple of explanatory slides before we dive in.

[build]

Redaction is the removal of information from a document. In years past, we’d black out sections using a marker. Today, we can securely delete information from electronic documents using Adobe Acrobat.
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Theft
 

of work product

Contracts, agreements . . .

Unauthorized disclosure of 
confidential information

Your document opened by the wrong party

Accidental
 

disclosure 
of information

Metadata, Improper Redaction, Hidden Info

Document Sharing Risks

… involves exchanging
 sensitive information

 both internally
 

and 
externally

Failure to follow
 proper document 

security processes
 

can 
lead to . . .
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Sharing documents involves exchanging sensitive information inside and outside your firm.

If you don’t use the right processes, you can run into problems.

Firstly, you may lose control of your work product. If your work involves professional services work, technical writing or any time that you are paid for the documents you produce, you may be at risk. What is keeping the client from taking your work during the review process without paying you? 

Secondly, there have been a number of instances of accidental disclosures of information most often associated with document metadata. Metadata is hidden information about documents such as Word’s track changes or document embedding. [HR Story]

Lastly, what happens when your documents gets into the hands of the wrong person? 



2007 Adobe Systems Incorporated.  All Rights Reserved.  .
4

Qualities of a Secure Document Solution 

Adobe offers a variety of information security solutions

Confidentiality

Who can access it?

Authorization

What can they do with it?

Accountability

What have they done with it?

Authenticity

Where did this data come from?

Integrity

Has it been tampered with?
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A secure document solution should address several problem areas.



Firstly, Confidentiality. Who can read this document?



What are they authorized to do with the document?



Once they have it, what have they done with the document? Who is accountable?



We want to know if the document we received is authentic. Did it really come from Rick Borstein? If not, who did it come from?



Finally, has the document been tampered with? Has someone added a zero to make a hundred thousand dollar deal a million dollar deal?
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Password Best Practices

Good Password Practices

No proper names or place names
Rick

Chicago

No representative numbers
e.g. 062079 (June 20, 1979)

Good passwords are . . . 
Combinations of letters, numbers and 
other characters

At  least eight characters

e.g. nMX8Yti6#

Compromise for recall
e.g. play73maple

Communicating Passwords
Never email a password to a client

Communicate the password over the 
telephone

Instruct your client to memorize the 
password. 

If the client forgets the password, they can 
always contact you via telephone.

Never write down passwords Presentation from 
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Throughout the presentation today, I’ll be creating and entering passwords.

Since document security relies on good passwords, we will talk about some best practices for creating and using passwords.

Never use a simple name or place as a password. The various password cracking programs use dictionaries containing millions of words. They will quickly crack easy passwords.

It’s also risky to use representative number sequences. It isn’t hard to find public records detailing a birthday or anniversary date. So, using 062079 is like giving the school bully your locker combination!

Good passwords should be combination of letters, numbers and other characters. It’s going to be very difficult for a password thief to guess nMX8Yti6#, however that might be very challenging to remember.

A compromise is to use two unrelated words separated or appended by numbers or letters. For example, play73maple.

Even if you use a good password, you can put yourself at risk in the way you communicate passwords.

Never email a password. Anyone with access to the computer might see it in plain text.

You should communicate passwords over the telephone to clients and ask them to remember it. 

Never write down passwords and instruct your client not to do so either.
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Security Issues

Absolute Security is a Myth
Goals

Keep honest people honest

Make it hard for bad guys 

Once the document is open . . .
Screen or image captures are possible

Time-consuming to reconstruct 
documents

Alternative?
Don’t give out the document

Original monitor image ©

 

1997-2007 Hemera Technologies Inc., a wholly owned 
subsidiary of Jupiter Images Corporation. All Rights Reserved
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We’ve noticed that people tend to think of security in absolute terms, but security is really about balancing risks.

The goal is to keep the honest people honest and make it hard for bad guys. If you make it too hard for the good folks, they won’t bother opening your document.

Once someone has a file open on their screen, you can make it very difficult, but not impossible for people to get your stuff. For example, using repeated screen captures or taking digital pictures of a monitor are possibilities, but it is very time consuming to reconstruct documents this way.

Human nature tells us that if we make taking our work product a pain in the neck, most folks won’t try. 

Your only alternative is not to give out the document at all . . . And that isn’t very appealing. 
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Acrobat Security Methods

Password Security

Adobe LiveCycle Policy Server
(Adobe Document Center) 

Certificate Security
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Acrobat offers three methods to secure PDF documents:

Passwords

Policy Servers which offers server-based security.

Certificates



We’re going to keep it simple today and only cover the first two topics. 
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Acrobat 8
 Password Security

How can I make sure only someone with the 
right password can open the document?

How do I prevent someone from printing a 
document? If they do, how can I include a 
watermark on the printout?

How do I prevent someone from copying text 
from a document?
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Let’s take a look at Password Security.



Passwords are the answer to these questions:



How can I make sure only someone with the right password can open the document?

How do I prevent someone from printing a document? – or only print with a watermark?

How do I prevent someone from copying text from a document?
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Using PASSWORD security, learn how to . . .

Check the security of a PDF

Remove security

Create a password-based security 
policy to:

Set an open password

Limit copy, print and other document 
operations

Watermark documents when printed

Securely send several files using a 
Security Envelope
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Using Passwords, we’ll cover the following:



Check the security of a PDF

Remove security

Create a password-based security policy to:

Set an open password

Limit copy, print and other document operations

Securely send several files using a Security Envelope







10
2007 Adobe Systems Incorporated.  All Rights Reserved.

Demonstration
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Next, I’ll share my screen and we’ll take a look at a demonstration of Password Security.
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Policy-Server Security

How do I revoke access to a document 
even after I’ve sent it?

How do I find out what the recipient has 
done with the document?
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Think about this.



What would happen if we moved the security out of a document and onto a server which we controlled?



If we could do that, I could find answers to the following questions:



How do I revoke access to a document even after I’ve sent it to them?

How do I find out what the recipient has done with the document?
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Policy Server-Based Security

Rights are managed on a server
Documents “phone home” when 
opened

Enhanced security 

Change security on a document 
even after you’ve sent it

To apply security
Buy Adobe Policy Server
— or —

Subscribe to the Adobe Document 
Center for $19.95 per month

Recipients do not need to pay
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A Policy server is server software that manages security on documents even after I’ve sent them on to clients and partners.

When someone opens a document, it phones home to see what rights it has.

Unlike password-protected documents, the password itself does not live in the document, this makes these documents inherently more secure.

You can apply Policy Server-based security two ways

Buy the Adobe Policy server. Large enterprises buy this product and integrate it into their communication platforms.

Subscribe to the Adobe Document Center for $19.95 per month.

By the way, I should mention that only the document author needs a subscription. Anybody, even free Adobe Reader users, can open a Policy-server protected document for free
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Using Adobe Document Center/Policy Server security, learn how to

 

. . .

Apply security to . . .
Control who can open a document

Control what they can do with it

Revoke a document

Expire a document

Audit document usage

Change policies after distributionPresentation from 

Adobe eSeminar

Presenter
Presentation Notes
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We’ll show you how to use the Adobe Document Center to . . .



Control who can open a document

Control what they can do with it

Revoke a document

Expire a document



Audit document usage

Change policies after distribution.
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Demonstration

Policy Server 
SecurityPresentation from 
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I’ll share my screen
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Removing Sensitive 
Information with 
Redaction Tools

How do I remove information from a 
document so I can be sure that a it is safe 
to send?
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Sometimes, we want to share a document, but maybe not everything in it.

For example, you may have a product plan to share with an outside consultant, but you may wish to omit the product name or trade secrets.

In this section, we’ll learn how to permanently delete information from a document.
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Demonstration

Presentation from 

Adobe eSeminar

Presenter
Presentation Notes
Rick



Let’s see how redaction works in Acrobat.

I’ll share my screen
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