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Presenter
Presentation Notes
Thanks for looking at this presentation.
�Nearly each slide has been annotated with what I might have said while presenting this talk in-person.
�Enjoy!  June 15, 2010, Jim King mailto:jking@adobe.com


“Signing” Electronic Documents

Using PKI


Presenter
Presentation Notes
Let’s begin by giving a demonstration of signing an electronic document, a PDF document.


=)
Sample Form To Be Signed

~~~Lease Agreement~~~

Lease agreement for property at 6698 Happy Mountain Road, Sleepy
Hollow, NH. Rent is $1200.00 per month payable on the first day of each
month. The lease is to run month to month with 5 day notice to terminate
by either party. A deposit of one month'’s rent from Lessee is required
upon signing this lease and will be return at the end of the term, excessive
damage being paid for first.

Name of Landlord Date signed Signature of Landlord

Name of Lessee Date signed Signature of Lessee

[ da Jda do do
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Presentation Notes
This is a PDF document that represents a very simple lease agreement that requires both the landlord and the lessee to sign. It also requires each to type out their name and to include the date of signing.  
�The key issue with this and many other such workflow documents is that they require change after a signature has been applied.  This causes a dilemma since the signature is intended to guarantee that the document has not changed.  However, in this case we want to allow for some special and selected changes to be made.
�This is possible using PDF and its features for handling digital signatures since when creating the form field for the first signature we can specify which incremental updates to the file will be allowed without complaint when validating this first signature.  In this case we indicate that the three form fields provided for the second signature are acceptable changes (incremental updates) to the file without invalidating the first signature. Any other changes will be considered as invalid changes and the first signature will be considered invalid.

What is behind all this and what guarantees it offers are the subject of the remainder of the talk.


The Detalls

First: Public Key Encryption
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Presentation Notes
Now for the details covering exactly one class of a digital signatures and what they accomplish.

I will tell you right off that the digital signatures that we are going to talk about are not just electronic images of a person’s signature, but actually quite a different thing; more like the notarized signatures that each of us have occasionally used. These digital signatures guarantee that we can learn exactly who signed the document and be assured that it hasn’t been tampered with since it was signed.  The security and confidence of these digital signature can be much greater than even notarized paper documents are today.  (Of course, provided that the technology is applied properly and secrecy safeguards are maintained.)

The story starts with a very clever technical invention: Public Key Encryption( not yet Public Key Infrastructure (PKI) – hold on for that).


Asymmetric Key Pairs (private and public pairing)

A pair of digital “keys” generated from a random number

—

Secret private key

Published public key

.._O . a pair
0

—

Keys are represented as a set of bytes in the computer
Keys sizes are measured in bits (e.g., 40 up to 1024) — technology dependent

(5 bytes up to 128 bytes)
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A person who is going to use this technology obtains two digital “keys”, one is termed the private key and the other the public key.  As the names suggest, the private key is kept as a secret by that person but the public key can be given to anyone or posted on the Internet where anyone can obtain it.

By all practical measures it is impossible to compute one of the keys in the pair from the other. So by giving you my public key, I in no way compromise my private key.  This is achieved by a mathematically rigorous method that derives both keys from a random number.

These keys are small strings of data bytes (usually between 5 bytes and 128 bytes long) the length depending upon exactly which technology is used.

These key are definitely a pair as we shall see by their use.


=)
Public Key Encryption

Encryption o
Uses a key to encrypt data

The data is garbled until decrypted

Encryption “locks” material
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The most sophisticated encryption methods require the person decrypting a message to obtain a secret key to use for the decryption.  Most of us are familiar with the very simple encryption scheme where the letters of the alphabet are scrambled in some fashion.  The list of which letter is mapped to which other  letter provides the “key” to this encryption method.  

We can know that this is the scrabbling method (algorithm) being used, but it will take us quite a bit of work to figure out the mapping of letters or the key.  Many of the more sophisticated algorithms used today are publicly documented, but decrypting material is so strongly tied to the keys used, that knowing the method does not assist in a timely decryption. Of course, modern cryptography algorithms are incredibly more secure than the letter scrambling technique, mostly based on mathematical methods having been shown to be computationally impractical on any device that take any amount of time to perform arithmetic.

Once the message/document/data has been encrypted it makes no sense, being just a confusing sequence of apparently unrelated characters. 

In this slide we depict the message/document/data being slipped inside of a locked treasure chest to pictorially represent encrypting the data.  Of course this is just a suggestive picture to aid in remembering what digitally happens.

jking
Typewritten Text

jking
Typewritten Text


Public Key Encryption Using Asymmetric Pairs

What one key encrypts; (only) the paired key can decrypt

Anyone decrypts

Encrypt with private key Decrypt with public key

%—o ol

Encrypt with public key Decrypt with private key

Anyone encrypts;
Owner decrypts

-.—O Kept private by owner -.—O Available to public
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The rather amazing and interesting property that these public/private key pairs possess is depicted in this slide. 

What one of the two key pairs encrypts the other one is the sole key for decryption.  It is the sole key, meaning that this is the only key that will decrypt the material. Playing this feature off against the idea that one key is kept private and the other is made public give two rather different uses of this encryption technology.

The diagrams are simplified by not showing a locked treasure chest but only the lock that can be used to do so.

The first row depicts a method for guaranteeing where something came from. Anyone can decrypt the material provided they have the public key matching the private key of the person who encrypted it. Knowing that it if it is successfully decrypted by that public key, then it must have been encrypted by the person owning that public/private pair.

The second row depicts encrypting something for the sole consumption by a particular person. When encrypted by that person’s public key, it can only be successfully decrypted by that person.




Public Key Encryption Using Asymmetric Pairs

Authentication & Signatures Person A Person B
Person A encrypts with A’s private key % s E—AQ %
Anyone can decrypt using A's public key
Will only decrypt with A's public key so it must have been encrypted by A

Protected delivery Person A Person B
Person A encrypts with B’s public key % % @:B-O %
Only B can decrypt with B’s private key —

Strongly depends upon keeping private keys secret
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As an aside, these key pairs are called asymmetric pairs which at first blush seems exactly the wrong terminology.  But the phrase comes from the fact that different keys must be used for encryption versus decryption. Symmetric keys use the same single key for both encryption and decryption and hence the key has to be a secret between the encryptor and the decryptor and is used symmetrically.

If I want to use this method to sign something then I encrypt it with my private key.  Anyone who decrypts it successfully using my public key then knows it came from me and has been unchanged (otherwise the decryption would have failed).

As on the previous slide, if on the other hand, I want to assure a protected delivery, I can encrypt the material with the receiver's public key and only they can decrypt it.

Of course all of this falls apart if the private key is no longer kept private.


Putting Public/Private Key Pairs to Use



Presenter
Presentation Notes
We are going to go into even more detail about the world that has been built up in the last few decades around these asymmetric key pairs in the succeeding slides.


=)
Three Twists to the Base Story

How do | obtain your public key and know it is really yours

The answer is PKI (Public Key Infrastructure)

Encryption can be slow, so in many cases we use “hashes” or “digests”

Also desirable to be able to detect changes without encrypting

If encrypted data is changed it will fail to decrypt properly

Prevents forgery
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If you were really following along and thinking hard about this you might have wondered about a couple of things. In particular, how do we manage to obtain someone else’s public key?  And do we really have to encrypt everything just to sign it?
�It is also noteworthy that when using most modern methods, if encrypted data has been altered it cannot be completely decrypted back to an original state. The corruption is detectable.


Cryptographic Hashes

Also called Message Digests

0110011010101010000011110


Presenter
Presentation Notes
In order to avoid unnecessarily encrypting material we turn to another clever invention, that of hashing, or more particularly cryptographic hashes.

These hashes are also called message digests.


=)
Cryptographic Hashes (i.e. Message Digests)

A small string of bytes (hash) computed as a proxy for a large string of
bytes

Hash (small string—e.g., 64 bytes), large string typically a document or
data file

hash of A

crypto hash
> |0110011010101010000011110l
® 8 hash of B
o crypto hash |0110011010101010000011110I
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The intriguing challenge the inventors of cryptographic hashes face is to invent a rather small string of bits or bytes to uniquely represent or be a proxy for a rather large string of bytes. Of course, this is actually impossible to do but our clever inventors have been able to devise hashing algorithms that statistically will work in practice.

The hash algorithms accept any string of bytes (e.g., a document, message or data) and return a fixed sized small string of bytes that are for all practical purposes unique to the original string of bytes.  We will see in the next slide more closely what that really means.
�The term unique used here is very important because if it were truly so, it would mean that no other document could have that same hash and no hash can be associates with more than one document.  The phrase “for all practical purposes” is key to why this work. Perhaps I should have written “for these practical purposes.”


=)
Clashes of Cryptographic Hashes

Given A and B, some meaningful documents or data

Clash: large string A and large string B have same small string hash
Algorithms invented to make clashes very rare and

to make clashes practically impossible to create
Breaking a hash algorithm:
Given large string A and its computed hash X,

devise a different large string B whose hash is also X

Algorithms based upon computationally prohibitive calculations
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Clashing occurs for a particular algorithm, if the uniqueness of a (small) hash calculated from any (large) string of bytes does not hold.  Of course, when the original string of bytes is thousands of bytes long, or more, and the hash is less than one hundred bytes long, it is not possible to guarantee the uniqueness of any hash.  However, a very useful practical property is possible to achieve.

Given a large string A and its computed hash X can I devise a different large string B whose computed has is also X.  Algorithms can be devised where this is computationally prohibited by practical means.  In mathematical terms the question is can the hash algorithm be inverted or run backwards computing one or more large strings from a given  hash value. The answer is that algorithms exist for which the practical computational answer is no.


Using Cryptographic Hashes to Detect Change

Compute a cryptographic hash (c-hash) of the document or data
Encrypt the hash with a private key

Transmit the document/data and the encrypted hash



Presenter
Presentation Notes
So using cryptographic hashes we can avoid encrypting the document but instead encrypt its hash. Everything we have described about cryptography now applies to the encrypted hash.
�There are two reasons for encrypting the proxy hash instead of the whole document:
  Encryption is generally compute intensive and can take a noticeable amount of time even on today’s high speed computers, and 
  Many applications do not require the document to be encrypted just authentic.
�The diagram on this slide shows that you compute a cryptographic has over all the bytes of the original material, encrypt it with the sender’s private key and then send both the encrypted hash and the original document to the receiver.
�We discuss what happens on the receiving side on the next slide. 


Using Cryptographic Hashes to Detect Change

Compute the c-hash again on the received document/data
Decrypt the c-hash transmitted with the public key

Compare old c-hash with newly computed result
Same — document is unchanged

Different — document has been altered

decrypt original

transmit
— > crypto hash
_9 A2
re-compute

crypto hash

same — document unchanged

compare different — document altered

0110011010101010000011110
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Upon receiving material (document/message/data) and an encrypted hash, we decrypt the hash and compare it with a new one we compute over the bytes of the material we received.  If the bytes of the material haven’t changed since the originator computed her hash, then my hash should match it exactly. 
�However, if any bytes of the material have been altered I will compute a different hash than the originator and her hash and mine will not match.  In this case we know that the document has been tampered with.


Public Key Infrastructure (PKI)

Finally!


Presenter
Presentation Notes
This session was billed as one about PKI, so we have finally gotten to the point where we can talk about it.

As the phrase suggests PKI is an infrastructure set up to handle aspects of public key encryption in a worldwide context.  Today it is primarily an Internet infrastructure but its depolyment is not confined to that.


Public Key Infrastructure (PKI)

How do | obtain your public key and know it is really yours?
If someone vouches for you, how do | know who they are?

The answer is PKI (Public Key Infrastructure)
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Again, if you were following closely and critically you likely asked the question of how do I get a public key and how do I know for certain that is really is a public key belonging to who I think it does.

The answer is to use the Public Key Infrastructure or PKI.


Certificate Authorities (CA’s)

Today in practice, PKl is a collection of Certificate Authorities’ (CA’S’)
servers

Certificate

Public key

Plus identifying information and dates
Certificate is “signed” by an authority

answering the question: who says so
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In practice, today, the PKI is a set of Internet accessible servers that belong to organizations called Certificate Authorities or CA’s.

The notion of a certificate naturally falls out from wanting to associate a public key with the identity of a person as guaranteed by some notarizing authority. The ability to retract such notarization is also needed and that is done using dates and some other special retraction mechanisms.  Certificates are issued by CA’s for a specific time interval (like one year) and they notarize that this public key does belong to this identified individual. Various levels of personal authentication by the CA is possible, the most extreme requiring a person to show up in person with birth certificates and other identifying material.

The public key is often transmitted with the signed or protected material being transmitted. The receiver sends the public key to the CA and receives in return that person’s Certificate confirming their identity as well as establighing the continuing validity of the Certificate.  The CA’s also issue the original unique public/private key pairs to person’s who sign up for their services.

The next question the brightest kid in the class will ask is how can I trust the CA?  The PKI answer to that question is that the CA’s form a hierarchy ending with trusted root CA’s whose public keys are authenticated by other means.


Certificate Authority Hierarchy

The CA has its own public/private key pair issued by a higher level CA
Hierarchy ends at a “root” CA

Trust of a root public key is done by other means

Adobe supplies an Adobe root with Adobe Reader and Acrobat
Cooperating CA'’s issue certificates referring to the Adobe root

Cooperating CA’'s agree to stringent rules for issuing certificates

Adobe Certified Document Services (CDS):

http://www.adobe.com/security/partners cds.html

Adobe Approved Trusted List (AATL):

http://www.adobe.com/security/approved-trust-list.html
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The certificates issued by CA’s are signed by that CA using private key just as normal documents are signed.  The private key comes from a higher level authority who issues a certificate to the lower level CA. Each certificate contains the public key and identification of the CA that issued it so it is possible to follow a chain of notarization up the hierarchy toward a root.

This chain must end with a root CA whose trust has been established by some other means, like manually obtaining their public key from some secure site or obtaining it as part of some trusted software like Microsoft’s Internet Explorer or Adobe’ PDF Reader.

In order to provide a common root for signing PDF documents, Adobe has established a program where CA‘s can sign up and issue certificates against Adobe’s root which comes installed in Reader and Acrobat.


-

Portable Document Format (PC

F)

Digital Signatures & PKI in Practice



Presenter
Presentation Notes
Now to the next portion of this talk.  That about PDF itself and its history and current standing as a open public ISO standard.


Two Signature Types Supported by
Adobe Reader/Acrobat

Approval Signatures

Document Certification Signatures


Presenter
Presentation Notes
PDF supports two kinds of digital signatures: an approval signature – the kind we normally perform when signing ink on paper, as well as a document certification signature which can only be applied once by the document author and is used to assure that the document has not been tampered with.


Certifying a Document’s Source and Integrity

Creator signs the document
Usually with non-visible signature
Assures who the document came from and

No changes were made to the document since it left the source

Only one certification signature allowed in PDF

By the document creator at the start
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Certifying signatures are commonly used by organizations that send important information to people who would like assurances that the information came from the source that they believe it did and that it has not been tampered with.

Only one of this kind of signature can be applied to a document and it must be the first – that just makes sense.  These signatures most often do not have a visible appearance within the document but are checkable with Adobe products using the side panel and their presence is indicated by a notification bar across to top of the document page display.


Approval Signatures

Almost always visible signatures

Often part of a workflow requiring further process of the document

How can a document undergo further change after a signature

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.



Presenter
Presentation Notes
These approval signatures or the normal ones and most often do have a visible appearance on a page within the document. There may be any number of these defined by form fields and using Adobe Acrobat new signatures can be applied even if there is no preplanned form field.

In serious document workflows it must be possible that one person adds information in forms fields, then digitally signs the document and then sends it on to another person who also fills in some other form fields and subsequently signs the document.  PDF and Adobe’s products supports these kinds of workflows, allowing a document  to be altered in very controlled ways without causing a signature alarm that the document has been altered after it has been signed. The person designing the forms fields has control over which form fields are locked by the signing of which signature fields.


)
Sample Form To Be Signed

~~~Lease Agreement~~~

Lease agreement for property at 6698 Happy Mountain Road, Sleepy
Hollow, NH. Rent is $1200.00 per month payable on the first day of each
month. The lease is to run month to month with 5 day notice to terminate
by either party. A deposit of one month'’s rent from Lessee is required
upon signing this lease and will be return at the end of the term, excessive
damage being paid for first.

Name of Landlord Date signed Signature of Landlord

Name of Lessee Date signed Signature of Lessee

[ da Jda do do
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This is a PDF document that represents a very simple lease agreement that requires both the landlord and the lessee to sign. It also requires each to type out their name and to include the date of signing.  
�The key issue with this and many other such workflow documents is that they require change after a signature has been applied.  This causes a dilemma since the signature is intended to guarantee that the document has not changed.  However, in this case we want to allow for some special and selected changes to be made.
�This is possible using PDF and its features for handling digital signatures since when creating the form field for the first signature we can specify which incremental updates to the file will be allowed without complaint when validating this first signature.  In this case we indicate that the three form fields provided for the second signature are acceptable changes (incremental updates) to the file without invalidating the first signature. Any other changes will be considered as invalid changes and the first signature will be considered invalid.

What is behind all this and what guarantees it offers are the subject of the remainder of the talk.

Presenter
Presentation Notes
This is the lease agreement looked at earlier.

Note that this particular lease requires both the landlord and the lessee to sign the document. It also requires each to type out their name and to include the date of signing.  
�The key issue with this and many other such workflow documents is that they require change after a signature has been applied.  This causes a dilemma since the signature is intended to guarantee that the document has not changed.  However, in this case we want to allow for some special and selected changes to be made.
�This is possible using PDF and its features for handling digital signatures since when creating the form field for the first signature we can specify which incremental updates to the file will be allowed without complaint when validating this first signature.  In this case we indicate that the three form fields provided for the second signature are acceptable changes (incremental updates) to the file without invalidating the first signature. Any other changes will be considered as invalid changes and the first signature will be considered invalid.


PDF: An International Standard

1ISO 32000


Presenter
Presentation Notes
We would now like to tell you more about PDF in general and about how digital signatures are supported within the PDF standard in particular.


=)
Portable Document Format (PDF)

Defined by Adobe

Full specification released as Addison Wesley book in June 1993

Specification on Adobe’s website and/or revised book for each new release

Thousands of software applications that process PDFs

Created by hundreds of developers

PDF Reference
Billions of PDF files version 1.6

Large existing ecosystem
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PDF was defined by Adobe Systems Incorporated in 1993 when it first released its Acrobat set of products. An Addison Wesley book that described the details of what goes into a PDF file was released simultaneously with Acrobat in 1993.  Since then an up-to-date version of this specification has been available from Adobe for free (on the Adobe.com website) and from time to time a paper book-form has been published for sale.
�A huge ecosystem around PDF has evolved since 1993, including thousands of software applications that process PDF in some way, having been created by hundreds of developers (vendors).  There are billions of PDF file in existence today.  A few simple google’s will verify these claims.  Try one of these: filetype:pdf or pdf software or pdf viewers or free pdf viewers or PDF/A.


=
PDF (1993 — 2008)

An ISO standard: ISO 32000-1

/AL
Approved by ISO in January 2008
Published by ISO in July 2008

Same as PDF 1.7 which includes digital signatures

International
Organization for
Standardization

Adobe has signed an intellectual property agreement with 1ISO
No Adobe restrictions to develop software to process PDF; never was

.')//
f PDF 1.0
' | 7T (1993)
PDF 1.1
PDE 1.7 (1994) Once a PDF,
(2006) ——— P2 always a PDF
ISO 32000-1 o o> PDF 1.3

PDF 1.4 (1999)

PDF 1.6 PDF 1.5 (2001)
(2004)  (2003)

(2008)
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Since July 2008, PDF has been a published ISO Standard: ISO 32000-1:2008. The complete specification of PDF 1.7 can be found on the ISO website 
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=51502
or a free version is available on the Adobe website at:
http://www.adobe.com/devnet/acrobat/pdfs/PDF32000_2008.pdf

Interestingly this specification covers all PDFs ever created (that were valid when created) since PDF is an expanding specification with seldom to never having any feature removed.

In addition, implementation of any software to process PDF files is unencumbered by any licensing or intellectual property claims from Adobe. This was always true, contrary to some popular myths, but it has been made very explicit in an agreement signed between Adobe and ISO.

http://www.iso.org/iso/pressrelease.htm?refid=Ref1141

PDF Architecture

PDF Objects (COS)

I
L
I
e
-
—
.
|
I
—
——
L
I
R
I
__


Presenter
Presentation Notes
I am going to give you a very quick course about how PDF files are organized internally.  The whole story is very interesting but we only have time here to go over enough basic ideas so that you can more fully understand how PDF digital signatures work and how we can support sequences of signatures when using fill-in forms of the character:  fill-in, sign, fill-in, sign, fill-in, sign.

The internal object structure of PDF is called “COS” which stands for the Carousel Object System.  Carousel was an early Adobe code name for Acrobat.


=)
PDF Objects

PDF file is a collection of numbered objects

Objects can reference each other by their 7%ePDF-A.7
numbers 207 1
XREF at end of file maps numbers to file offsets : 8
Objects include: numbers, arrays, dictionaries, 53
names, true, false, strings, streams 8 4
d
3 862 3
o [
XREF
<map>

% %EOF
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The slide bullets say the main points.  The PDF objects within the file can be in any order since the cross reference directory at the end of the file provides the offset within the file where each object can be found.  
�This provides a random access property for PDF files in that specific objects needed to display a given page can be fetched from a random access device (typically a hard disk) and only those bytes of the file representing those objects need to be fetched.  This provides for very fast first page display and for very quick hyper-linking even in extremely large documents which may not fit comfortably in RAM.

A PDF file can be thought of as a large graph of objects linked to one another by the object numbering.  In the normal case where the PDF file is on a hard disk, the end of the file is read first in order to obtain the cross reference directory and to learn which object is the starting, or catalog, object.  From then on, all objects are accessed only when needed in a scattered and random way.


Signature Object

Signature Object contains encrypted message
digest %PDF-1.7

Digesting skips the hole

Avoids the circular problem of digesting the digest

Digest dropped into hole after hash & encryption

L Bytes
Hashed

Signature Dictionary Object =~ (not hole)

XREF RN
Hole for

%%EOF enﬁryp;ed
- as

Signed PDF File
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There is a trick to signing a file that itself must contain the signature. Signatures involve calculating a hash (message digest) over all the bytes of the file, encrypting that hash and then storing it within the document. Subsequently someone can recalculate the hash, decrypt the hash in the file and compare them.  It they match then the document has not been changed between the time when the two hash were computed.
�The trouble is how can you compute the hash over some bytes that must themselves contain the result of the computation– the hash itself.  Of course, what might be an obvious trick, is to leave a space big enough for the encrypted hash within the document that does not participate in the hash calculation.  This “hole” is skipped and then the encrypted hash is dropped into it after it has been calculated and encrypted.


=)
Incremental Update to a Signed File

Signed files can be
changed!

Using incremental updates
changes can be examined

Original bytes unchanged = gjgned

Can check original hash File

Possible form fill-in data

Incremental Update __

Second Signature
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%PDF-1.7

X1 I

XREF
|_
% %EOF

% %EOF

—

—

> Bytes
hashed
(not hole)

Hole for
encrypted

~~~~~ hash

— Bytes
hashed
(not hole)
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This sketches what the PDF file will look like when the second signature’s three fields (name, date and signature) are completed as an incremental update.
�Note the two hashes associated with the two signatures are done over different byte ranges of the total bytes in the file.  The first signature only hashes the bytes of the original file (less the hole) whereas the second signature hashes all the bytes of the updated file (less the second hole).

This process can be repeated for more than two signatures or if more extensive form fill-in or other changes are allowed.
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Here are a few references for you to look up, if you want to learn more.

http://www.adobe.com/devnet/acrobat/pdfs/PDF32000_2008.pdf
http://www.iso.org/iso/pressrelease.htm?refid=Ref1141
http://blogs.adobe.com/insidepdf
http://blogs.adobe.com/security
http://www.adobe.com/technology/people/sanjose/king.html
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If you got to the end, I thank you wholeheartedly for enduring the trip.
�I hope you found it enlightening.
�Jim King  mailto:jking@adobe.com
June 15, 2010
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