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Presenter
Presentation Notes
Thanks for looking at this presentation.
�Nearly each slide has been annotated with what I might have said while presenting this talk in-person.
�Enjoy!  October 3, 2009, Jim King mailto:jking@adobe.com


A Presentation in Four Parts

= Stages of Document Development
= Portable Document Format (PDF)
= Digital Signatures for Documents

= PAdES
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Presenter
Presentation Notes
This presentation consists of 4 distinct sections as noted.


Stages of Document Development
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A document starts its life at the upper left and moves through three basic processors which we have called the Template and Styling, Layout and Formatting and the Device Rendering processes.

What most of us think of as the “content” of the document is represented here as Text Streams and the text is augmented by Styling Directives and other resources such as images and fonts.  These all come into a Template Processor which merges them to produce a Flowable Presentation. No commitments to pages, columns or figure placement have been made but the requirements and constraints for them have been supplied.
�This flowable form of the document is processed by a Formatter  and Layout manager which does make to commitments producing what we call a Final Form Presentation.  At this point the document is bound closely to a class of output devices that can handle the pages and their sizes that are now fixed.
�The Device Rendering step makes the presentation appear on one or more devices that are within the class for which it has been formatted. Decisions about resolution, color and other device details are handled at this step.
�While not all document creation takes exactly all these forms nor follows these exact steps we feel that this is representative and emphasizes the fact that documents exist in distinctly different forms during their creation and lifetime.


Being Bound to the Output Device - the Stages
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Presenter
Presentation Notes
Documents early in their development at the upper left are the least bound to the final output devices which are depicted at the lower right.  

We use the Stage numbering to refer to both the processing steps and to the input to each of those steps.  So a document at Stage 2 is one about to enter into processing Stage 2 (Layout and Formatting).

We saw in the previous slide how more and more decisions that tailor the document to a class of devices and finally to a particular device are made as we transition from upper left to lower right.




ISO Document Format Standards at Stage 2 and Stage 3
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By now we hope you have identified some of your most familiar file types with the stages in the diagram.  For example, all word processing documents that support continued authoring activities are at Stage 2 (Flowable Presentations) and include .doc, and the newer OOXML and ODF formats. Adobe’s InDesign and FrameMaker native files also are Stage 2 documents.

At Stage 3 we have PDF, PDF/A, PostScript, SVG as well as scanned pages. These are laid out documents which are paginated to a give page size, have the placement of all text, images and graphics fixed upon those pages. It is not completely bound to a device or device class since there is still flexibility as to rendering resolution, color properties and other very device or device class specific rendering details.��At Stage 4 the final form representation is rendered to precisely meet the device’s characteristics for proper presentation. 

We particularly wanted to show this document binding spectrum to emphasize the difference between OOXML and PDF and ODF and PDF.  Although all of them may be considered to be office document standards the word processing files are less bound than PDF files.  We will discuss the consequences of this more next.

It is very important that we now have ISO standards for the key Stage 2 and Stage 3 document formats most widely used.


Document Reuse, Search and
Presentation Fidelity


Presenter
Presentation Notes
We need to be able  search documents. We also need to be able to reuse document contents. In many cases it is also important to maintain the authors intentions and have what we call presentation fidelity.  We examine those issues next.


Reusing Document Content
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We may want to reuse document content. That is best done with documents that are less bound to particular outputs. So documents at Stage 1 and Stage 2 lend themselves better to this objective than do Stage 3 and 4 documents. The Stage 1 and 2 documents are represented in a more flexible, reusable, or, in our terminology, less bound form.


Searching Document Content

Searchability
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Searching the documents for selected content can be done across the spectrum but the flexibility of the less bound documents does favor them to some degree.  Exceptions across the spectrum might be at the far right of the diagram and for scanned documents where it is very difficult, to impossible, to scan for meaningful information in such bit-mapped formats. 

They can be reverted to less bound forms by performing character or document recognition but then they are no longer Stage 4 documents but are really less bound Stage 3 documents, more to the left in the diagram.


Preserving Author’s Design

Appearance
Fidelity {
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P
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Presentation Notes
If the exact appearance of a document is important to archive then the more bound representations win.
A document represented in PDF can be a page scan but is more commonly “born digital” information that is coded as text characters or font glyph references or artwork as vector graphics that is much more compact and allows for search.  

Given the document model of PDF and its roots in PostScript it is the epitome for appearance fidelity.


Stages of Document Development and Digital Signatures

Signing and change

Digital signatures detect changes in the document

If format supports an "undo” function
= Sign, change, sign

= Really two documents, original sighed and changed signed

PDF supports appended incremental update
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One might ask how do we overlay digital document signature requirements onto the document development Stages.  Certainly if one wants to assure that a document, no matter what representation, is not tampered with, it can be signed as a computer file with no special concern as to what that file might represent or what is its format.

However, if one wants to sign a document and then do further editing or form fill-out on that signed document we have problems. Any change to the document will invalidate the original signature. We could do the edit, disregarding that it had been signed and then sign it again. The problem is that the edits may be done by someone other than the original author and we would then lose the associate of the original author with the original document.

One way that this can be addressed is, as PDF does, by using appended incremental updates which isolates changes to a document so that they can be ignored or removed.  The file then still has the exact bytes that represent the original document so the original signature is still valid over those bytes.  But the changes can be signed by the second party and we, in effect, have two versions of the document each signed by the appropriate party.   We will see more about this feature a little later.


Portable Document Format
PDF



Presenter
Presentation Notes
Now to the second portion of this talk.  That about PDF itself and its history and current standing as a open public ISO standard.


Portable Document Format (PDF)

Defined by Adobe

= Full specification released as Addison Wesley book in June 1993

= Specification on Adobe’s website and/or revised book for each new release

Thousands of software applications that process PDFs

Created by hundreds of developers
PDF Reference

Billions of PDF files | version 1.6

Large existing ecosystem

Copyright 2009 Adobe Systems Incorporated. All rights reserved. Adobe confidential.


Presenter
Presentation Notes
PDF was defined by Adobe Systems Incorporated in 1993 when it first released its Acrobat set of products. An Addison Wesley book that described the details of what goes into a PDF file was released simultaneously with Acrobat in 1993.  Since then an up-to-date version of this specification has been available from Adobe for free (on the Adobe.com website) and from time to time a paper book-form has been published for sale.
�A huge ecosystem around PDF has evolved over the last 16 years including thousands of software applications that process PDF in some way, having been created by hundreds of developers (vendors).  There are billions of PDF file in existence today.  A few simple google’s will verify these claims.  Try one of these: filetype:pdf or pdf software or pdf viewers or free pdf viewers or PDF/A.


PDF (1993 - 2008)

= AnISO standard: SO 32000-1
= Approved by ISO in January 2008
= Published by ISO in July 2008
= Same as PDF 1.7 which includes digital signatures

International
Organization for
Standardization

/AED
ISO
\@I

= Adobe has signed an intellectual property agreement with ISO

= No Adobe restrictions to develop software to process PDF; never was

S PDF 1.0
oy / (1993)

PDF 17\ P(|139|;41)'1 Once a PDF,
(2006) ——" PDF 1.2 always a PDF
(2008) o PDF1.4 (1999)

PDF 1.6 PDF 1.5 (2001)

(2004)  (2003)
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Since July 2008, PDF has been a published ISO Standard: ISO 32000-1:2008. The complete specification of PDF 1.7 can be found on the ISO website 
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=51502
or a free version is available on the Adobe website at:
http://www.adobe.com/devnet/acrobat/pdfs/PDF32000_2008.pdf

Interestingly this specification covers all PDFs ever created (that were valid when created) since PDF is an expanding specification with seldom to never having any feature removed.

In addition, implementation of any software to process PDF files is unencumbered by any licensing or intellectual property claims from Adobe. This was always true, contrary to some popular myths, but it has been made very explicit in an agreement signed between Adobe and ISO.

http://www.iso.org/iso/pressrelease.htm?refid=Ref1141�

Digital Signatures for Documents

PDF Digital Signatures
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Presentation Notes
Now we turn to the third section of the talk and one more directly related to security and topics most often discussed at conferences like this.
�PDF has supported digital signatures since PDF 1.3 in 2000.  These are based on the well known and widely supported PKI (Public Key Infrastructure).


PDF Document Digital Signatures

- 1SO 32000-1 (PDF 1.7)

= Uses existing standards to sign PDF files
= PKCS#1, PKCS#7
= ASN.1, X.509 (CRL, OCSP, TSP, SHAnnn, RIPMED)
- XMLDigSig

= Embeds the signature within the PDF file

= Can show visual appearance of signature as form field
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First remember that PDF 1.7 is the ISO standard ISO 32000-1:2008 and includes the specification of how digital signatures work in PDF.

The existing public standards developed by others and used in PDF are listed on this slide. PDF definitely uses a spectrum of PKI standards.

The key distinguishing factors about PDF digital signatures are that the signatures are integrated within the PDF file itself, as we will learn more about in a few minutes, and that one can define a form fill-in field for the presentation appearance of a digital signature.  Again, we will see examples of that a little later.


Certified Document Demonstration

= Certify this file with a certificate held in USB Smart Token

= Hash is transferred to USB Token where it is encrypted (signed) and returned

= Status summarized in ribbon at top of window

= The signature panel can be opened to display all details
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During the talk I will have demonstrated how to apply a “certifying signature” to this PDF file presentation using Acrobat Professional 9.1.  This version already has that certification done and you should see a banner just above the page indicating that this document has been certified by Jim King and is valid. It may occur that it says the certification is invalid as you may not have the correct Adobe root established for your viewer.  If your viewer supports PDF digital signatures this can be fixed by importing the Adobe root certificate which can be obtained from Adobe or by exporting it from one of the Acrobat products.

There is also a signature panel in Acrobat that can be used to see all the details of the certificate used to sign this document and how it chain up to the Adobe root.

There is another, perhaps more common, form of signature supported in PDF, “approval signatures”, and we shall see examples of that a little further on.
�Document certification signatures are to assure us that the PDF files we are viewing came from whom we thought they did and have been unchanged. Approval signatures generally support an agreement.


PDF Architecture

PDF Objects (COS)
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I am going to give you a very quick course about how PDF files are organized internally.  The whole story is very interesting but we only have time here to go over enough basic ideas so that you can more fully understand how PDF digital signatures work and how we can support sequences of signatures when using fill-in forms of the character:  fill-in, sign, fill-in, sign, fill-in, sign.

The internal object structure of PDF is called “COS” which stands for the Carousel Object System.  Carousel was an early Adobe code name for Acrobat.


PDF Objects

PDF file is a collection of numbered objects

%PDF-1.7

Objects can reference each other by their numbers

XREF at end of file maps numbers to file offsets

Objectsinclude: numbers, arrays, dictionaries,
names, true, false, strings, streams

XREF
<map>
NWNEOF
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The slide bullets say the main points.  The PDF objects within the file can be in any order since the cross reference directory at the end of the file provides the offset within the file where each object can be found.  
�This provides a random access property for PDF files in that specific objects needed to display a given page can be fetched from a random access device (typically a hard disk) and only those bytes of the file representing those objects need to be fetched.  This provides for very fast first page display and for very quick hyper-linking even in extremely large documents which may not fit comfortably in RAM.

A PDF file can be thought of as a large graph of objects linked to one another by the object numbering.  In the normal case where the PDF file is on a hard disk, the end of the file is read first in order to obtain the cross reference directory and to learn which object is the starting, or catalog, object.  From then on, all objects are accessed only when needed in a scattered and random way.


Signature Object

= Signature Object contains encrypted message digest

= Digesting skips the hole %PDF-1.7

= Avoids the circular problem of digesting the digest

= Digest dropped into hole after hash & encryption -:
— Bytes
A . Hashed
o’ . | (not hole)

Signature Dictionary Object «*

N

XREF IS
| Hole for
%U%EOF encrypted
— hash

Signed PDF File
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There is a trick to signing a file that itself must contain the signature. Signatures involve calculating a hash (message digest) over all the bytes of the file, encrypting that hash and then storing it within the document. Subsequently someone can recalculate the hash, decrypt the hash in the file and compare them.  It they match then the document has not been changed between the time when the two hash were computed.
�The trouble is how can you compute the hash over some bytes that must themselves contain the result of the computation– the hash itself.  Of course, what might be an obvious trick, is to leave a space big enough for the encrypted hash within the document that does not participate in the hash calculation.  This “hole” is skipped and then the encrypted hash is dropped into it after it has been calculated and encrypted.


Incremental Update

= Incremental update by appending to the file

= Appendage contains new and revised objects
= Matching numbers replace previously objects
= Unlimited updates to a file

= Provides for "undo” function

Object 1 replaced <7 ____
Objects 9 & 10 new ====-

Origina_l<
File

Incremental Update —

Copyright 2009 Adobe Systems Incorporated. All rights reserved. Adobe confidential.

%PDF-1.7

XREF

%%EOF

%%EOF



Presenter
Presentation Notes
PDF architecture includes a feature called “incremental update”.  Changes to a PDF file can be made by just appending new material to the end of the original file without changing any of the original bytes. In fact, if one removes the added update bytes the original file is restored.
�This allows one PDF file to represent one or more versions of the file depending upon whether we process the appended updates or not.  

Within any given appended update one can place PDF objects that are either new objects or logical replacement (override) objects for objects with the same number in the original file.
�These incremental updates are commonly used for adding a few comments to a very large file, avoiding the need to create a completely new file just to add a few small comments.  It is also used for form filling data.  And as we shall see it plays a very important role when we are forced by certain workflows to make changes to already  signed PDF files.


A Signed File

Signed__|
File

%PDF-1.7

T

XREF

|
%%EOF

- Bytes
hashed
(not hole)

Hole for
encrypted
hash
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So here we see the sketch of a signed PDF file as we have previously discussed.


Sample Form To Be Signed

~~~| ease Agreement~~e~

Lease agreement for property at 6698 Happy Mountain Road, Sleepy Hollow,
NL. Rent is €1200,00 per month payable on the first day of each month. The
lease is to run month to month with 5 day notice to terminate by either party.
A deposit of one month’s rent from Lessee is required upon signing this lease
and will be return at the end of the term, excessive damage being paid for
first.

James C. King 2009-10-06 e Oy

Name of Landlord Date signed Signature of Landlord

Name of Lessee Date signed Signature of Lessee

NNINININY
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That previous slide is what this lease agreement would look like after the first signature has been applied as shown.

Note that this particular lease requires both the landlord and the lessee to sign the document. It also requires each to type out their name and to include the date of signing.  
�The key issue with this and many other such workflow documents is that they require change after a signature has been applied.  This causes a dilemma since the signature is intended to guarantee that the document has not changed.  However, in this case we want to allow for some special and selected changes to be made.
�This is possible using PDF and its features for handling digital signatures since when creating the form field for the first signature we can specify which incremental updates to the file will be allowed without complaint when validating this first signature.  In this case we indicate that the three form fields provided for the second signature are acceptable changes (incremental updates) to the file without invalidating the first signature. Any other changes will be considered as invalid changes and the first signature will be considered invalid.


Incremental Update to a Signed File

= Signed files can be changed!
= Using incremental updates
= changes can be examined
= Original bytes unchanged

= Can check original hash

Possible form fill-in data __

Original _
Signed
File

~
NN.

Incremental Update __
Second Signhature

A

'l_\
Ii

%PDF-1.7

XREF

Al

%%EOF

-
( -~

XREF

NWNEOF

- Bytes
hashed
(not hole)

\
N

Hole for
encrypted
-~~~ hash

- Bytes
hashed

(not hole)
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This sketches what the PDF file will look like when the second signature’s three fields (name, date and signature) are completed as an incremental update.
�Note the two hashes associated with the two signatures are done over different byte ranges of the total bytes in the file.  The first signature only hashes the bytes of the original file (less the hole) whereas the second signature hashes all the bytes of the updated file (less the second hole).

This process can be repeated for more than two signatures or if more extensive form fill-in or other changes are allowed.


Reminder

= Changing the file cannot be prevented
= We detect changes
= Determine if they are allowed

= Alert user, if not allowed
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Remember that there is no way to actually stop anyone from changing the bytes of a computer file.  But using PKI technology we can detect if any of those bytes have been changed and then report that to the person viewing the file.  
�Specific workflows, like the lease signing example we showed earlier, do require that changes made to the file after signer are not to be complained about because they are expected.

The PDF specification does provided for signature fields to list the changes that can be allowed after the signature field has been signed.

This is key to the concept of document certification signatures.  We desire a blank form to be certified by the creator (e.g., my bank) and yet I then will fill in form fields and sign it without that invalidating the certification of the original blank form.  Using incremental updates for my form fill-in and signing allows software to check that the original blank form remains unchanged.


PAdES

PDF Advanced

Electronic Signatures
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In many cases, what you really want to hear from me is about PAdES the new European Telecommunications Standards Institute (ETSI) standard for Advanced Electronic Signatures (AdES) in PDF.

We will now provide an overview of what this standard is and what is says.

http://en.wikipedia.org/wiki/European_Telecommunications_Standards_Institute�
http://en.wikipedia.org/wiki/European_Telecommunications_Standards_Institute�

PDF Advanced Electronic Signatures

= Introducing PAdES (available July 2009)
= ETSI Standard
= Brings AdES to PDF
= Sibling to CAdES and XAdES

= Profiles for the proper use of PDF digital signature in the EU

= TS102 778 (in 5 Parts)
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This standard was completed at the end of Spring 2009 and published by ETSI in July 2009.  The standard is based upon ISO 32000-1 the current ISO PDF standard.
�The standard may seem a little more complex than might be expected because it is laid out in 5 parts.  But it actually makes it easier to understand having the distinct 5 parts that accomplish 5 different objectives.

Part 1 is just an overview or framework explaining the things that all the other 4 parts have  in common.

This work came about by having PDF experts and ETSI digital signature experts work together to compare what was in the current PDF standard with CAdES and XAdES two previous standards that the ETSI group had produced to guide usage that meets the European Commission requirements as spelled out in the famous 1999 Directive.


AdES

= CAdES
= Extends CMS (an extension of PKCS#7)

= PAdES

ISO 32000-1 compatible usage:
= PAdES Part 2 uses PKCS#7 with CMS and CAdES options

Extensions to ISO 32000-1 aimed for ISO 32000-2:

= PAdES Part 3 uses CMS exactly as CAdES-BES

= PAdES Part 4 uses incremental update to add LTV features
= PAdES Part 5 uses XAdES instead of XMLDigSig

= PAdES Part 1 describes the framework for the other parts
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The first thing that the combined group (PDF and ETSI experts) learned was that both PDF and the CAdES standard made heavy use of the same PKI technology and most of the same PKI standards.
 
As we noted earlier, PDF 1.7 digital signatures can be packaged as PKCS#1 or PKCS#7 whereas CAdES uses CMS (Cryptographic Message Syntax) to hold the signatures.  But since CMS is a compatible successor to PKCS#7 if the users of PDF digital signatures were restricted from using PKCS#1 and required to us PKCS#7 then PDF would be using something nearly the identical to CAdES.  

Completing this kind of analysis leads to Part 2 of the PAdES standard that describes how to use PDF to meet the EC’s 1999 Directive and to be nearly identical to what CAdES-BES (basic electronic signatures) supports.
Parts 3 describes small extensions to PDF 1.7 that require using CMS in exactly the same was as CAdES so as to be using exactly CAdES for the basic PDF signatures. These extensions have been submitted to ISO for inclusion in the next PDF standard PDF 2.0.

Part 4 adds extension to PDF for PDF 2.0 that support long term validation of signatures (LTV) and Part 5 moves the current XMLDigSig signing of XML data to use XAdES instead.  Adobe has already implemented parts of Part 4 in Acrobat 9.1.


The AdES Family - A Comparison

PAdES PDE g
XML
= Signatures contained within the PDF g/.\
= Supports XML data LS
= Includedin ISO 32000-1 standard Self-contained
signature

= Signing and verifying included in PDF
software - no customization/programming required
= Support serial form-fill and signatures for approval workflows
= Signatures may include a visual appearance within the PDF content

= Long-term validity
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The next three slides enumerate the key characteristics of each of PAdES, CAdES and XAdES to help you determine the most appropriate choice for any particular application.��Basically, PAdES is a PDF standard that applies to PDF documents (only), whereas CAdES and XAdES are generic signature specifications that standardize how to sign any arbitrary file (string of bytes).  

If the need is to sign “documents” it is likely that creating those documents as PDF files and signing them will be most appropriate since the additional workflow features incorporated into PDF signatures can be very useful.  

Additionally ones can take advantage of the abundance of PDF software as well as the ability to have form fields for the signatures that integrates them more completely into the visual representation of the document.

If you are wondering about the XML connection shown above for PDF files it is this: when a PDF file has form fields, the data collected or to be presented as the values of those fields can be held as an XML dataset. This makes PDF forms a great way to gather XML data for more complex workflows (e.g., sending that data to a database server).



The AdES Family - A Comparison

CAdES
= Can sign any data including PDF

= Oriented toward binary data
= Two signing methods:
= Detached: the data being signed

is separate from the signature

Data

CAdES y(, Signature

separate
Binary from data

= Encapsulated: the data is wrapped within the signature structure

= Often requires customization of applications, or generic signing outside of

application

= Support multiple signatures applied in parallel, serial by repeated signing

= Appearanceis up to the application to provide

= Long-term validity
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CAdES can be used to sign any data (a file or some string of bytes) but generally is not integrated into that data but either is detached from it or encapsulates it.  In the diagram the data is shown as encapsulated in the CAdES CMS package.

CAdES could be used to sign PDF files but would not be integrated with the form field features nor show with a visible appearance within the document itself.
�But if the signing requirement is not for a classic document that could be represented as PDF then CAdES is a good choice.  There are many available tools for processing CAdES.


The AdES Family - A Comparison

XAdES Data

il
XAdES g)/ﬂ Signature

= Can provide an XML solution

= Cansign any data including PDF and - separate

XML from data

binary

= Often requires customization of applications, or generic signing outside of
application

= Supports multiple signatures applied in parallel, serial by repeated signing
= Appearanceis up to the application to provide

= Long-term validity
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XAdES, similarly to CAdES, can be used to sign any data (a file or some string of bytes) but the signature itself is represented using and XML markup language (instead of CMS) and so is especially suitable for signing XML data.

XAdES could be used to sign PDF files but would not be integrated with the form field features nor show with a visible appearance within the document itself.
�But if the signing requirement is not for a classic document that could be represented as PDF then XAdES is a good choice especially if the data is represented in an XML markup language.  There are many available tools for processing XAdES.



Summary

Need both editable and final form standards
PDF is an open public standard (ISO 32000)
ISO 32000 (PDF) supports digital signatures

PAdES: ETSI standards for PDF digital signatures


Presenter
Presentation Notes
Here we try to wrap up by listing what we think the important points that we tried to make in this presentation.  
�We need document standards, but covering the various stages through which a document traversed during its life time. We now have ISO standards for Stage 2 and Stage 3 documents which is great.

PDF is THE Stage 3 standard and now is ISO 32000.

That standardized PDF supports digital signatures that can be used to meet the EC 1999 Directives.

PAdES is a new ETSI standard that describes how to use today’s PDF for basic AdES as well as defining new features for long term validation (LTV) that can be extension to the current PDF and will likely be included in the PDF 2.0 standard.



- 1SO 32000-1 (PDF 1.7)

http://www.adobe.com/devnet/acrobat/pdfs/PDF32000 2008.pdf OR

http://www.iso.org/iso/pressrelease.htm?refid=Ref1141

= PADES

Adobe white paper htip://blogs.adobe.com/security/91014620 eusig wp ue.pdf

Part 1 : http://webapp.etsi.org/workprogram/Report Workltem.asp?WKI ID=31003

Part 2 : http://webapp.etsi.org/workprogram/Report Workltem.asp?WKI ID=31004

Part 3 : http://webapp.etsi.org/workprogram/Report Workltem.asp?WKI 1D=31005

Part 4 : http://webapp.etsi.org/workprogram/Report Workltem.asp?WKI ID=31007

Part 5 : http://webapp.etsi.org/workprogram/Report Workltem.asp?WKI ID=31008

InsidePDF Blog http://blogs.adobe.com/insidepdf (By Jim King)
Adobe Security Blog http://blogs.adobe.com/security_(by John B. Harris)
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Presenter
Presentation Notes
If you got to the end, I thank you wholeheartedly for enduring the trip.
�I hope you found it enlightening.
�Jim King  mailto:jking@adobe.com
October 3, 2009
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